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Title: General requirements for software-controlled measuring instruments

Notes for 1CD:
e This document implements results from SGs 1, 2 and 3.
e The document also includes all accepted changes proposed in response to IWD.

e Additionally, this document reflects discussion results from the first PG meeting,
especially with respect to the use of components.
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Foreword

The International Organisation of Legal Metrology (OIML) is a worldwide, intergovernmental organisation whose
primary aim is to harmonise the regulations and metrological controls applied by the national metrological
services, or related organisations, of its Member States. The main categories of OIML publications are:

e International Recommendations (OIML R), which are model regulations that establish the metrological
characteristics required of certain measuring instruments and which specify methods and equipment for
checking their conformity. OIML Member States shall implement these Recommendations to the greatest
possible extent;

e International Documents (OIML D), which are informative in nature and which are intended to harmonise
and improve work in the field of legal metrology;

e International Guides (OIML G), which are also informative in nature and which are intended to give
guidelines for the application of certain requirements to legal metrology; and

e International Basic Publications (OIML B), which define the operating rules of the various OIML
structures and systems.

OIML Draft Recommendations, Documents and Guides are developed by Project Groups linked to Technical
Committees or Subcommittees which comprise representatives from the Member States. Certain international and
regional institutions also participate on a consultation basis. Cooperative agreements have been established
between the OIML and certain institutions, such as ISO and the IEC, with the objective of avoiding contradictory
requirements. Consequently, manufacturers and users of measuring instruments, test laboratories, etc. may
simultaneously apply OIML publications and those of other institutions.

International Recommendations, Documents, Guides and Basic Publications are published in English (E) and
translated into French (F) and are subject to periodic revision.

Additionally, the OIML publishes or participates in the publication of Vocabularies (OIML V) and periodically
commissions legal metrology experts to write Expert Reports (OIML E). Expert Reports are intended to provide
information and advice, and are written solely from the viewpoint of their author, without the involvement of a
Technical Committee or Subcommittee, nor that of the CIML. Thus, they do not necessarily represent the views
of the OIML.

This publication — reference OIML D 31, edition 20<TODO> (E) — was developed by Project Group 4 in the
OIML Technical Subcommittee TC 5/SC 2 Software. It was approved for final publication by the International
Committee of Legal Metrology at its <TODO> meeting in 20<TODO> and will be submitted to the International
Conference on Legal Metrology in 20<TODO> for formal sanction.

OIML Publications may be downloaded from the OIML web site in the form of PDF files. Additional information
on OIML Publications may be obtained from the Organisation’s headquarters:

Bureau International de Métrologie Légale
11, rue Turgot - 75009 Paris - France

Telephone: 33(0)1 48 78 12 82
Fax: 33(0)1 42821727
E-mail: biml@oiml.org
Internet: www.oiml.org
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General requirements

for software-controlled measuring instruments

1 Introduction

The primary aim of this International Document is to provide OIML Technical
Committees and Subcommittees with guidance for establishing appropriate requirements
for software-related functionalities in measuring instruments covered by OIML
Recommendations.

Furthermore, this International Document can provide guidance to OIML Member States
in the implementation of OIML Recommendations in their national laws.

2 Scope and field of application

2.1 This International Document specifies the general requirements applicable to legally
relevant software-related functionality and security in measuring instruments and gives
guidance for verifying the compliance of an instrument with these requirements.

2.2 This Document shall be taken into consideration by the OIML Technical Committees and
Subcommittees as a basis for establishing specific software requirements and procedures
in OIML Recommendations applicable to particular categories of measuring instruments
(hereafter termed “relevant Recommendations”).

23 The instructions given in this Document apply only to software-controlled measuring
instruments or their components.

Note 1:  This Document does not cover all the technical requirements specific to
software-controlled measuring instruments; these requirements are to be
given in the relevant Recommendation, e.g. for weighing instruments, water

meters, etc.

Note 2:  This Document addresses some aspects concerning data, parameter an [/[ Commented [ME1]: Related to NL-016
software security. In addition, national regulations for this area need to b
considered.
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3 Terms and definitions

3.1 General 1 c

ted [ME2]: Turned into a subclause to avoid “hanging”

paragraphs, see B6-2.

Some of the definitions used in this Document are in conformity with the International
Vocabulary of Metrology - Basic and General Concepts and Associated Terms 3rd Edition
(OIML V 2-200:2012 [1]), with the International Vocabulary of Terms in Legal Metrology
(OIML V 1:2013 [6]), with the OIML International Document General requirements for
measuring instruments — Environmental conditions (OIML D 11:2013 [2]) and several
ISO/IEC International Standards. For the purpose of this Document, the following
definitions and abbreviations apply.

L/Vote: Unless stated otherwise, the term certificate refers to the OIML type
examination certificate| 7/[f ted [ME3]: Related to AU-13
343.2 General terminology

34+143.2.1 audit trail

continuous data ki—le%containing a time stamped information record of events, e.g. 7/[0

ted [ME4]: SG3 results

changes in the values of the parameters of a measuring instrument or software updates,

or other activities that are legally relevant and which b&ﬂy—mﬂaeﬁetau critical for hhe [Commented [MN5]: 5G3 results

metrological characteristics

Note: Regarding examples for events logged in an audit trail, see 3-1-163.2.19. [r

ted [MNG6]: Updated reference

ted [ME7]: Related to NL-018

adapted from [OIML V 1:2013, 6.05] 7/[:-

L

3.2.2 _authentication
checking of the declared or alleged identity of a user, process, or measuring instrument

Note: This may be necessary when checking that downloaded software originates
from the owner of the certificate.

"

343323 authenticity

result of the process of authentication (passed or failed)

314324  built-for-purpose device
device constructed for the specific purpose of a metrological task

LNute 1:  Built-for-purpose devices include devices that may not incorporate an
operating system.

Note 2:  If an operating system is present, it eannotbe-aceessed-direethyis not directly

ted [ME8]: Related to AU-01

accessible.] /[ C

315325 checking facility

facility that is incorporated in a measuring instrument and which enables significant defect
to be detected and acted upon

Note: “Acted upon” refers to any adequate response by the measuring
instrument (luminous signal, acoustic signal, prevention of the measurement
process, etc.).

adapted from [OIML V 1:2013, 5.07]
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3.2.6 cloud
servers that are accessed over the Internet, and the software and databases that run on thos|
SerVerS‘ /[ Cc ted [ME9]: Related to FR-07
3-+63.2.7 communication interface
part of an instrument that enables information to be passed between measuring instruments,
components of measuring instruments or other external systems
Note 1:  Communication interfaces can be wired, optical, radio, etc. and they are
usually designed to use a specific protocol.
This definition does not include communication between software
Epmﬂ&smodules}. /[ Cc ted [ME10]: SG3 results

3+473.2.9 cryptographic certificate

dataset containing the public key belonging to a measuring instrument or a person plus
a unique identification of the subject, e.g. serial number of the measuring instrument or
name or Personal Identification Number (PIN) of the person, plus a date of expiry

3-1+83.2.10 cryptographic means

means such as encryption and decryption with the purpose of hiding information from

unauthorised persons, or hashes and signatures (see ) to ensurk
integrity and authenticity
3493.2.11 data domain
location in memory that each program needs for processing data
Note: Data domains may belong to one software module only, or to several.

3-1-1063.2.12 device-specific parameter

legally relevant parameter with a value that depends on the individual instrumenL
component and/or module(s) subject to legal contro]]

_—

Commented [ME11]: Related to NL-001, AU-09

Cc ted [ME12]: SG1 results, SG3 results

Note 1:  Device-specific parameters comprise adjustment parameters (e.g. span
adjustment or other adjustments or corrections) and configuration parameters
(e.g. maximum value, minimum value, units of measurement, etc.).

ote 2. See also 6.2.3.46:2.3.16.2.3-1.1)

C ted [ME13]: SG1 results, changes made to note 2 in

adapted from [OIML V 1:2013, 4.12]

3-+-1443.2.13 durability

ability of the measuring instrument to maintain its performance characteristics over a period
of use

[OIML V 1:2013, 5.15]

/{

SG3 results have been moved t0 6.1.3.2.1.

|
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3.2.14 anamic module of legally relevant software

software module whose functional behaviour depends on predefined device-specific

parameters that may change over time

3-1423.2.15 electronic measuring instrument

measuring instrument intended to measure an electrical or non-electrical quantity using
electronic means and/or equipped with electronic parts

Note: For the purpose of this Document, auxiliary equipment, provided that it is
subject to metrological control, is considered to be part of the measuring
instrument.

[OIML D 11:2013, 3.1]

3-1133.2.16 electronic signature

software means which is added to software or data with the purpose to verify the origin of
software or data, i.e. to prove their authenticity, or to check that the software or data are
unchanged, i.e. to prove their integrity

Note 1:  For electronic signing, a public key system is used in general, i.e. a pair of
keys where only one needs to be kept private/secret; the other may be public.

Note 2:  The private key is used when software or data are secured. The public key is
used when software or data are verified before use.

Note 3:  The verifying instance may require a cryptographic certificate of the securing
instance (see ) to be sure of the authenticity of the public
key.

34443.2.17 error of indication
indication minus a reference quantity value

Note: This reference value is sometimes referred to as a (conventional) true
quantity value. See, however, also OIML V 2-200:2012, 2.12, Note 1).

[OIML V 1:2013, 0.04]

34453.2.18 error log

continuous data file containing an information record of failures or significant defects that
have an influence on the legally relevant characteristics of the measuring instrument

3-+163.2.19 event

action in which a modification of a measuring instrument parameter, adjustment factor
or update of software module is made

Note: For the purpose of this Document, events are considered changes in the value
of the legally relevant parameters, or a modification or update of the legally
relevant software, or other activities that are legally relevant and which may
influence the metrological data and/or characteristics.

adapted from [OIML V 1:2013, 6.06]

/[ Commented [ME14]: SG1 results

Commented [ME15]: Related to NL-010

A«

ted [ME16]: Related to NL-020
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:

+73.2.20 event counter

non-resettable counter that increments each time an event occurs

3+4-483.2.21 executable code
digital information installed in the measuring instrumenﬂf ﬂ]component (EPROM, harh /[ Cc ted [ME17]: Related to NL-008
disk, etc.)
Note: This code is interpreted by the central processing unit (CPU) of the

measuring instrument and converted into certain logical, arithmetical,
decoding or data transporting operations.

£

+93.2.22 fault

difference between the error of indication and the intrinsic error of a measuring instrument

Note 1:  Principally, a fault is the result of an undesired change of data contained in
or flowing through an electronic measuring instrument.

Note 2:  From the definition it follows that a “fault” is a numerical value which is
expressed either in a unit of measurement or as a relative value, for instance
as a percentage.

[OIML V 1:2013, 5.12]

L

—+-263.2.23 hash function

(mathematical) function which maps values from a large (possibly very large) domain
into a smaller range

Note: A “good” hash function is such that the results of applying the function to a
(large) set of values in the domain will be evenly distributed (and apparently
at random) over the range.

[ISO/IEC 9594-8:2014] [3]

£

2143.2.24 integrity (of {pfegfaﬂﬁsoftware, ermeasurement data or parameters)

assurance that the pregrams-software, measurementer data or parameters have not bee;

subjected to any unautherised-unintentional, accidental or inadmissible \/[ Commented [ME18]: Related to NL-021

changes while in use, transfer, storage, repair or maintenance

jé

223 .2 .25 interface

shared boundary between two functional units, defined by various characteristics
pertaining to the functions, physical interconnections, signal exchanges, and other
characteristics of the units, as appropriate

[1SO 2382-9:1995] [4]

%

33.2.26 interruptible cumulative measurement

process of cumulative measurement of the quantity value of a measurand that can be easily

and rapidly stopped during normal operation

Note 1:  Examples include: a) discontinuous totalising automatic weighing
instrument, b) fuel dispenser.

Note 2:  See also non-interruptible cumulative measurement

( 3-2:463:2:45 )
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¢ indication: . ; ..

FORME\-1:20136.06] _« ted [ME19]: Related to DE-04

3-4:253.2.27 legally relevant
subject to legal control

Wote 1. If a measuring instrument is under legal control, then the measurement data,
software and parameters that are critical for the metrological characteristics,
including the metrological functions, securing and protection features, and/or
for the completion of the transaction, are also under legal control.

Note 2:  The relevant Recommendations defines the legally relevant metrological
data, characteristics and functions, while giving requirements related to these
metrological data, characteristics, functions, securing, protection and the

necessary information for the completion of the transaction,| /[f ted [ME20]: SG3 results

3-1.263.2.28 legally relevant parameter

parameter of a measuring instrumenﬂ,#_component,—seftwafe and/or a-module(s) subject /[f‘ ted [ME21]: SG3 results

to legal control

Note: The following types of legally relevant parameters can be distinguished:
type-specific parameters and device-specific parameters.

3-4:273.2.29legally relevant softwareLpaﬂ% /[ Cc ted [ME22]: SG3 results
all software modules of a measuring instrument_ or 4c0mp0nent that are subject to legal /[f‘ ted [ME23]: SG2 results
control

3-+283.2.30 maximum permissible error (of a measuring instrument)

extreme value of a measurement error, with respect to a known reference quantity value,
permitted by specifications or regulations for a given measurement, measuring
instrument, or measuring system

adapted from [OIML V 1:2013, 0.05]

3-1293.2.31 measuring instrument

device used for making measurements, alone or in conjunction with one or more
supplementary devices

adapted from [OIML V 1:2013, 0.10]

3-1203.2.32 measurement

process of experimentally obtaining one or more quantity values that can reasonably be
attributed to a quantity

Note 1:  Measurement does not apply to nominal properties.
Note 2:  Measurement implies comparison of quantities or counting of entities.

Note 3:  Measurement presupposes a description of the quantity commensurate with
the intended use of a measurement result, a measurement procedure, and a
calibrated measuring system operating according to the specified
measurement procedure, including the measurement conditions.

10
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Note 4: |Annex C illustrates the terms and definitions related to the measuremerlt

process and their usage in this OIML Documenﬂ.

adapted from [OIML V 2-200:2012, 2.1]

3-+313.2.33 measurement data

data used during the measurement process

=3

Note: Measurement data includes [the measured quantity value, measurement resu

relevant data and measurement process datal see Annex C|.

8]
i

323.2 34 measurement error

measured quantity value minus a reference quantity value
Note 1:  The concept of ‘measurement error’ can be used both

a) when there is a single reference quantity value to refer to, which occurs
if a calibration is made by means of a measurement standard with a
measured quantity value having a negligible measurement uncertainty
or if a conventional quantity value is given, in which case the
measurement error is known, and

b) if a measurand is supposed to be represented by a unique true quantity
value or a set of true quantity values of negligible range, in which case
the measurement error is not known.

Note 2:  Measurement implies comparison of quantities or counting of entities.

[OIML V 2-200:2012, 2.16]

333.2.35 measurement metadata

metadata related to the measurement process

Note: Measurement metadata includes fthe measured quantity value metadatd
measurement result relevant metadata and measurement process metadata.

1:

343.2.36 measurement process data
data used during the measurement process to construct the measurement result

Note: Examples of measurement process data include values of measurement
parameters, values of connection settings or values of session parameters.

3.1.353.2.37 measurement process information
set of values of qualitative or quantitative variables representing the measurement process

Note: Measurement process information includes measurement process data and
measurement process metadata.

3-1:363.2.38 measurement process metadata
metadata related to the measurement process

Note: Examples of measurement process metadata include format of the
measurement parameters, format of the connection settings or format of the
session parameters.

11

/[ C ted [ME24]: SG3 results
/[ Ce ted [ME25]: SG3 results
(¢ ted [ME26]: Related to NL-023

L/[ Commented [ME27]: SG3 results




OIML D 31:20<TODO> (E) TC5_SC2_P4_N030

3-1373.2.39 measurement result

set of quantity values being attributed to a measurand together with any other available
relevant Fﬂ-fefma&eﬂdata

Note 1:  The measurement result relevant %n—fe*maﬁeﬂda@! may consist of e.g.

measurement uncertainty, date and time of measurement, number of
measurement, identification of sensor and in the case where price calculation
is part of the legally relevant software, unit price and price to pay.

Note 2:  The measurement result (including the measured quantity value according to
V 2:200:2012) is used for the legally relevant purpose, e.g. conclusion of a
transaction.

adapted from [V 2-200:2012, 2.9]

3.2.40 heasured quantity value metadata

metadata related to the measured quantity value

3-1383.2.41 measurement result relevant data

data used during the process of constructing the measurement result

Note: Examples of measurement result relevant data include digital number or
analogue value originating from a sensor or measuring instrument ID, in
cases where it is part of the measurement result, see Annex C.

-

i

3.2.42 measurement result relevant metadata
metadata related to the construction of the measurement result

Note: Examples of measurement result relevant metadata include format of the
digital number or analogue value originating from a sensor, format of the
measured quantity value according to V 2:200:2012 or format of the
measuring instrument ID, in cases where it is part of the measurement result.

3-1403.2.43 measurement result relevant information
set of values of qualitative or quantitative variables relevant to the measurement result

Note: Measurement result relevant information includes measurement result
relevant data and measurement result relevant metadata.

3-1+413.2. 44 metadata

data about data or data elements, possibly including their data descriptions, and data about
data ownership, access paths, access rights and data volatility

[ISO/IEC 2382:2015 Information technology — Vocabulary]

3.2.45 hobile app

computer program or software application designed to run on a mobile device such as a
phone, tablet, or watch

[Cambridge Dictionary]

/[ C ted [ME28]: SG3 results
/[ Cc ted [ME29]: SG3 results
///{ C ted [ME30]: Related to NL-024
e ted [ME31]: Related to FR-02

12
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3-1:423.2 .46 non-interruptible cumulative measurement

cumulative measuring process with no definite end that cannot be stopped and continued

again by a useﬂref[ operator without falsifying the result of the measurement | /[ Cc ted [ME32]: SG3 results

Note 1:  Examples include: a) continuous totalising automatic weighing instrument,
b) heat meter.

32253.123)]

Note 2:  See also interruptible cumulative measurement (

3-1433.2 .47 protective interface
legally relevant software finterface-module that handles all data flow to the legally relevar]

=

software modules(s) —pa-Ft—[in order }to prevent inadmissible influences ted [ME33]: SG3 results

/[ C
~{ Commented [ME34]: Related to AU03

3.2.48 [remote verification
set of procedures to support verification of an instrument . potentiallly Commented [ME35]: Related to NL-010
without a person on sitd /{ Ce ted [ME36]: 562 results

3-1443.2 49 sealing

means intended to protect the measuring instrument against any h&aﬂ%heﬂsexl/[ Commented [ME37]: SG3 results

modification, readjustment, removal of partsl,— Q]software, etc. /{ C ted [ME38]: SG3 results
Note: This may be achieved by hardware, software or a combination of both.
bdapted from \[OIML V 1:2013, 2.20] | /[ C ted [ME39]: SG3 results

34453.2.50 securing

means preventing unauthorised access to hardware or software

Note: This may be achieved by means of passwords) /{ C ted [ME40]: SG3 results

ladapted from|[OIML V 1:2013, 2.21] Cc ted [ME41]: SG3 results

3-1-463.2.51 significant defect

incident that has an undesirable impact on the compliance of the measuring instrument or
a fault

Note: Examples of significant defect include: a) deletion of the audit trail; b)

i inadmissible parameter changes; ¢) unauthorised updates d /[ Cc ted [ME42]: Related to NL-027

accidental software changes due to physical effects.

3.2.52 knapshot

=3

static representation of a dynamic module of legally relevant software at a specific poir
in time that can include 1) algorithm design (e.g. topology and weights of a neurd
network); 2) trail of evolution of dynamic parameters of module; 3) evolved parameters d

—

=

the dynamic parts of the modulé /[ C ted [ME43]: SG1 results

13
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3.2.53 software configuration management

process to establish and maintain the integrity of the legally relevant software of a
measuring instrument

Note: Configuration management as a discipline covers all aspects of legally relevant
parts of the measuring instrument, whether software or hardware. However, this
document only covers the software related requirements. Configuration
management regarding hardware parts are to be given in the relevant
Recommendation.

adapted from [ISO/IEC/IEEE 12207: 2017, 6.3.5] _—{ commented [ME44]: 563 resuits )

3-1+473.2.54 software examination

technical operation that consists of determining one or more characteristics of the software
according to the specific procedure (e.g. analysis of technical documentation or running
the program under controlled conditions)

3-1483.2.55 software identification

sequence of readable characters (e.g. version number, checksum) that represents the
software or software module under consideration

Note: LI-t—ea-nSoftware identification ﬂ)e checked on an instrument whilst in C ted [ME45]: Related to DE-02. According to B6-2 Table
use. see } B.4, “can” was indeed the right verbal form for the note since this
only expresses a possibility and not a permission.
. . Commented [ME46]: Related to AU-04 ]
3-1:493.2.56 software interface
Commented [ME47]: Related to AU-04 ]
program code and dedicated data domain; receiving, filtering, or transmitting data
between software modules
Note 1: A software interface is not necessarily legally relevant.
Note 2: A software interface is an interface between two or more software modules,
used to exchange data and transmit commands.
[OIML V 1:2013, 6.03]
3-4-563.2.57 software module
software entity such as a program, subroutine, library, parameter or data set, and other
objects including their data domains that may be in relationship with other entities
Note: The software of measuring instruments consists of one or more software
modules.
3-1513.2.58 software protection
protection of measuring instrument software or data domain by a hardware Commented [ME48]: Related to NL-028
or software implemented seal fwith the intention of making an intervention impossible or
evident
Examples: Commented [ME49]: Added to clarify the example. ]
on a measuring instrument’s Wneeds to ‘ Cc ted [ME50]: Related to NL-015. Examples shall not use
normative language.

Commented [ME51]: Related to NL-029

14
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2) \g\ software seal ﬁn a measuring instrument records events, i.e. either a non-resettable

ted [ME52]: Added to clarify the example.

counter is incremented each time an event occurs, see 3.2.2034+47. or a data file,

(e

containing time stamped information, records the event, see 3.2. 13—1—L‘ Ci ted [ME53]: Related to NL-029
\.—\ measuring-instrument-contains—an-audit-trail that creates logentries-whenever-the
protected-softwareis c]mnucd.\ Ci d [ME54]: Deleted because of more general example

3) The interface of a measuring instrument is physically sealed, so that accessing that
interface can only be achieved by breaking, removing or damaging the seal.

introduced by NL-029.

Note: See 6.2.3.56.2.3.56.23 1 5]

(c

ted [ME55]: Related to AU-05.

ted [ME56]: Related to AU-05

adapted from [OIML V 1:2013, 6.04]

ted [ME57]: SG3 results

3-1:523.2.59 software separation

separation of the software in measuring instruments, which can be divided into la—legally

relevant part-module(s) and a-legally non-relevant partmodule(s)
Note: These partsmodule(s) communicate via a software interface.
adpated from [OIML V 1:2013, 6.02]

ted [ME58]: SG3 results, related to NL-030

3-4-533.2.60 source code
computer program written in a form (programming language) that is legible and editable

Note: Source code is compiled or interpreted into executable code.

3-4-543.2.61 storage device

adapted from \[OIML V 1:2013, 6.07]

ted [ME59]: Related to NL-030

3.2.62 ftest item

property or function of a software module that may be subject to a test

Note 1: _ Test items are typically examined and tested and as part of remotp
verification procedures.

Note 2:  Examples of potential test items include correctness of algorithms, softwarg

identity and software integritvl

ted [ME60]: Related to AU comment on SG1 results at

3-4-553.2.63 time stamp

unique value, e.g. in seconds or a date and time string denoting the date and/or timejz_a
which a certain incident (e.g. measurement or event) occurred

T—~

Ci
the 1%t PG meeting

|

(e

ted [ME61]: Related to FR-01, US-02

15
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3-1563.2.64 transmission of measurement data

electronic transportation of measurement data via communication lines or other means to

a receiver-w 2 [f‘- ted [MN62]: Related to AU-06
3-1.573.2.65 type (pattern) evaluation

conformity assessment procedure on one or more specimens of an identified type (pattern)

of measuring instruments which results in an evaluation report or a certificate

[OIML V 1:2013, 2.04]
24583.2.66 type-specific parameter

legally relevant parameter with a value that depends on the type of instrument, onky

component and/or module subject to legal control ///{ C ted [ME63]: SG3 results

Note: Type-specific parameters are part of the legally relevant software.

adapted from [OIML V 1:2013, 4.11]

Example:

Considering a measuring instrument lintended for the dynamic measurement of liquids other
than water, the range of einematie kinematic viseesity-viscosities of a turbine is a type-specific

parameter, fixed-determined by the type evaluation of the turbine. All the manufactured //{r‘ ted [ME64]: Related to AU-07

turbines of the same type use the same range of viscosity.

3-1593.2.67 universal device

device that is not constructed for a specific purpose, but that can be adapted to a legally
relevant task by software

- /[ Commented [MEG65]: Related to NL-032

3-1603.2.68 user interface

interface that enables information to be interchanged between the juser/operator and the
measuring instrument or its (hardware) components or (software) modules

Note: Examples—Typical examples of user interfaces are switches, keyboard,
mouse, display, monitor, printer, touch-screen, software window on a screen
including the software thatto generateé it. 7/[0 ted [ME66]: SG3 results

34-613.2.69 verification
provision of objective evidence that a given item fulfils specified requirements

[adapted from OIML V 2-200:2012, 2.44]

3.1.623.2.70 verification of a measuring instrument

conformity assessment procedure (other than type evaluation) which results in the affixing
of a verification mark and/or issuing of a verification certificate

Note: See also OIML V 2-200:2012, 2.44.
[OIML V 1:2013, 2.09]
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o

4.1

4.2

43

4.4

4.5

4.6
4.7

3.

3

Abbreviations

EUT Equipment Under Test

IEC International Electrotechnical Commission
ISO International Organization for Standardization
IT Information Technology

MPE Maximum Permissible Error

OIML International Organisation of Legal Metrology
PG Project Group

Instructions for use of this Document in drafting OIML
Recommendations

The provisions of this Document apply only to new OIML Recommendations and to
OIML Recommendations under revision. OIML Project Groups (Technical Committees,
Subcommittees) should use this guidance document to establish software-related
requirements in addition to the other technical and metrological requirements of the
applicable OIML Recommendation.

All referred documents are subject to revision, and the users of this Document are
encouraged to investigate the possibility of applying the most recent editions of the
referred documents.

It is the objective of this Document to provide the Project Groups responsible for drawing
up OIML Recommendations with a set of requirements — partly with different (risk) levels
— that are suitable to cover the demands of all kinds of measuring instruments and all areas
of application. The Project Group shall determine which risk level is suitable, and how
to incorporate the relevant portions of this Document into the OIML Recommendation
being drafted. In Clause 5 some aid is given for performing this task.

PGs should define which influence is considered inadmissible for specific types of
instruments.

PGs shall decide pa-which measurement data need-is legally relevant and shallte compl
with the requirements, see Annex Cl. The manufacturer shall document the requirefl

Commented [ME67]: Related to AU-40

metadata where necessary, sce

IPGs should decide which parameters are relevant for a specific application)

A« ted [ME68]: Related to NL-033
{ C ted [MN69]: Related to NL-013, NL-113, DE-19
/,//[ C ted [ME70]: SG2 results

17

Commented [ME71]: Related to NL-011



OIML D 31:20<TODO> (E) TC5_SC2_P4_N030

5.2

Risk assessment

This clause is intended as a guide to determine a set of risk levels to be generally
applied for tests carried out on software-controlled measuring instruments. It is not
intended as a classification with strict limits leading to special requirements, as in the case
of an accuracy classification.

Moreover, this Document does not restrict Project Groups from providing risk assessments
that differ from those resulting from the guidelines set forth in this Document. Different
risk levels may be used in accordance with special limits prescribed in the relevant
Recommendations.

When selecting risk levels for a particular category of instruments and area of application
(trade, direct selling to the public, health, law enforcement, etc.), the following aspects can
be taken into account:

a) risk of fraud:

e the consequence and the social and societal impact of malfunction;

e the value of the goods to be measured;

e platform used (built-for-purpose or universal devices);

e exposure to sources of potential fraud (unattended self-service device).
b)  required conformity:

e the practical possibilities for the industry to comply with the prescribed level.
c) required reliability:

e  environmental conditions;

e the consequence and the social and societal impact of errors.
d)  motivation of the defrauder.
e) the possibility to repeat a measurement or to interrupt it.

PGs should consider risk assessment standards when deciding risk levels, e.g. ISO/IEC
27005 [10].

Throughout the requirements clauses (see 6), various examples of acceptable technical
solutions are given illustrating the basic level of protection against fraud, conformity,
reliability, and type of measurement (marked with (I)). Where suitable, examples with
enhanced counter measures are also presented that consider a raised risk level of the aspects
described above (marked with (II)).

The examination level and risk level are linked. A deep analysis of the software shall be
performed when a raised risk level is required in order to detect software deficiencies or

security kvea-laqessesvulnerabilitiei On the other hand, mechanical sealing (e.g. sealing of /[ Cc

ted [ME72]: Related to NL-034

the communication port or the housing) should be considered when choosing the
examination level.

18
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Requirements for measuring instruments with respect to the
software

&
-

General

The requirements are separated into general requirements (6.26-1), applicable to all kinf
of measuring instruments, and requirements for specific configurations (6.36-2), additiondl
requirements for technical features not applicable in all areas of legal application.

In the examples, where applicable, both normal and raised risk levels are shown. Notatiop
in this Document is as follows:

(I) Technical solution acceptable in case of normal risk level;

(II) Technical solution acceptable in case of raised risk level (see 5)]

C

6-16.2 General requirements

At the time of publishing this Document, the general requirements represent the state
of the art in information technology (IT). They are in principle applicable to all kinds of
software-controlled measuring instruments and components of measuring instruments.
They should be considered in all Recommendations. In contrast to these general
requirements, the requirements specific for configurations ( ) deal With

technical features that are not common for some kinds of instruments or in some areas of
application.

—

ted [ME73]:
added as a new subclause to avoid “hanging” paragraphs, see B6-2.

Related to DE-05, text needed to be

C

6-1-146.2.1  Software identification

Software|modulesjof a measuring instrumenﬂ;l g]component shall be eﬂeﬂ-Fl—yLunambi guousl
identified. The koftware \identiﬁcation hsee ) linked to the software Lma

=

introductory clause 6.1

ted [ME74]:

Related to DE-05, moved to new

Commented [ME75]:

Related to DE-06

/ Ju - Cc ted [ME76]: Related to NL-008
consist of more than one partt; bBut at least one part shall be dedicated to the legal purposg. c ted [ME77]: Related to NLOI5, NL.035
The software identification is a legally relevant parameter. Cc ted [ME78]: Related to JP-01

Note]

The identification shall be displayed or printed by the measuring instrument:
e on command; or
e during operation; or

e at start-up for a measuring instrument that can be turned off and on again.

Commented [ME79]:

Related to JP-01

Commented [ME80]:

Related to JP-01

Commented [ME81]:

Related to NL-036

o JC

If a measuring instrumen}tqZ g]component has neither display nor printer lor if the instrumert C ted [ME82]: Related to NL-008
facilitates remote Veriﬁcation] the identification shall be sent via a communicatioh C ted [MES3]: Related to NL-037
h

interface, in order to be displayed/printed on another component or by the verificatio

software,

=3

As an exception, an imprint of the software identification on the instrumenﬂf g‘componer

d [MES4]:

Related to NL-037

WL

Cc 1t

shall be an acceptable solution if it satisfies all of the following conditions:

a) The user interface does not have any control capability to activate the indication
of the software identification on the display, or the display does not technically
allow the identification of the software to be shown (analog indicating device or

electromechanical counter).

19
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61+26.2.2

b)  The instrumenﬁf or component does not have an interface to communicate the ,/[f‘ ted [ME86]: Related to NL-008

software identification.

c) After production of the instrumenﬂf Q]component a change of the software is not /[ Cc ted [ME87]: Related to NL-008

possible, or only possible if the hardware is also changed.

The software identification shall be correctly marked on the instrumem{% or }component ,/[f‘ ted [ME88]: Related to NL-008

concerned.The relevant Recommendation should allow or disallow this exception.
If the software is modified in any way, a new software identification is required.

[Regardless of the form of the software identification it shall be accessible, to allow for it

to be checked, at any time the instrument is in-service|

Cc ted [ME89]: Related to AU-14

The software identification and the means of identification (e.g. software version, hash
value, checksum, CRC) shall be stated in the certificate. Instructions on how to display
or print the software identification shall be in the certificate.

Note 1: Péaeh—me&sufmg—ms&umeﬂkm—us%shaﬂ—eeﬂfemHe—ekHeﬁiﬁed—typ&lf

measuring_instruments in use need to conform to a certified type, Fhe l/[Commented [ME90]: Related to DE-07, AU-12

software identification enables surveillance personnel and persons affected

by the measurement to determine Met—her—t—h%conformance of the measuring
instrument: : e

Cc ted [ME91]: Related to AU-10

C ted [ME92]: Related to AU-13, moved to new clause

Note 3: A software identification is a legally relevant parameter. When the software
identification consists of more than one part, at least the part dedicated to the
legal purpose constitutes a legally relevant parameter.

Note 4: A software separation ( ). which includes an identification
of a legally relevant part, may be considered depending on the structure of

=

31

the measuring instrument/ or Wcomponent. In this case, applicable

[c ted [m93]: Related to NL-008

requirements are given in

,/[p

ted [ME94]: Related to JP-01

Examples:

1) @ The software contains a textual string or a number, unambiguously
identifying the installed version. This string is transferred to the display of the
instrument when a button is pressed, when the instrument is switched on, or cyclically
controlled by a timer.

A version number Wha#e@] the following structure: A.Y.Z. Considering a flow

Cc ted [ME95]: Related to NL-015. Examples shall not use

computer; the letter A will represent the version of the core software that is counting
pulses; the letter Y will represent the version of the conversion function (none, at
15 °C, at 20 °C); the letter Z will represent the language of the user interface.

2) I The software calculates a checksum of the executable code and presents the
result as the identification instead of or in addition to the string in 14).

/{

normative language.

|

——[

C ted [MN96]: Reducing ambiguity

Correctness of algorithms and functions

The measuring algorithms and functions of a measuring instrument shall be appropriate
and functionally correct for the given application and device type (accuracy of the
algorithms, price calculation according to certain rules, rounding algorithms, etc.).

The measurement result F&Ad—&eeempaﬂymg—mfefm&&eﬁ— (measured quantity value and

measurement result relevant data required by specific Recommendations or by national
legislation) shall be displayed or printed correctly.

C ted [ME97]: Related to NL-038. The term

20
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6-146.2.3 |Evidence and prevention of intervention]

6.2.3.1

It shall be possible to examine algorithms and functions either by metrological tests,
software tests or software examination (as described in 7.3).

No hidden or undocumented functions or parameters shall exist.

Note: The requirement regarding hidden functions only applies to legal metrologyf.

ted [ME98]: Related to DE-07, DE-09: moved to new

Ci
separate clause

ted [ME99]: Related to AU-17, DE-11

[Software shall be protected against any changes. for example due to physical effects and

intentional misuse, i.e. modification, loading or changes by swapping the memory devicd,
unauthorised updates.

ted [ME100]: Related to NL-041

ote: Downloading software into the measuring instrument or component i
allowed if the requirements for download are fulfilled, see 6.3.8.3 ang
6.3.8.4]

C
C
C

ted [ME101]: Related to NL-041, NL-050: moved from

‘During processing, measurement data shall be protected and secured.

Note: Protection of the measurement data can be achieved by ensuring that onl
legally relevant software can process them and that all interfaces arf

_—
_—
/{

old clause 6.1.3.2.4

|

prolecledl

ted [ME102]: Related to NL-043

(¢}

Software shall be protected in such a way that evidence of any intervention (e.g. softwar
updates, parameters changes) shall be available. i

21
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Mechanical sealing or ether-technieal-meanssoftware seals shall-may be neeessaryused to
seeure—protect measuring instruments or components)-

LNote.' In case of a software implemented seal, see clause 6.2.6.1 regarding

requirements on checking facilities and appropriate reactions

¢ ted [ME103]: Related to NL-041

Cc ted [ME104]: Related to NL-041

Hn case of dynamic modules of legally relevant software with predefined parameters, these
shall be considered as a part of the software and treated as such. This entails logging of all
parameter changes in an audit trail (see 3.2.1)]

C ted [ME105]: SG1 results

If necessary for the purpose of verification, data containing evidence of an intervention

shall be displayed or printed on command and, if applicable, transmitted to the verification
software)

Please note: SG3 additions to the original note 2 in clause 3.1.10
made in February 2021 were replaced by final modifications in SG1

Note |: If legally relevant software runs on a )ﬁeﬂsumekuniversal ldevice such as a
smartphone, it may not be possible to fully secure the software as required.

Instead, additional external protection means (e.g. cryptographic signatures for
transmitted or indicated measurement data) may be used to check correct
behaviour of the software.

‘.\u/c 2: If a legally relevant parameter is changed, a reverification might be required
depending on national legislation. To allow for the possibility of parameter
adaptations in dynamic _modules of legally relevant software without
reverification, the source of the parameter change (e.g. the learning facility)

is logged in the audit trail, see 6.2.3.66.—%.‘

)
J
]

in March.
C d [ME106]: SG2 results
/[ Cc ted [ME107]: Related to AU-19, KR-03, NL-042
/{ C ted [ME108]: Related to KR-03, NL-042
e ted [ME109]: Related to NL comment on SG1 results

[The following examples 1) to 4) illustrate means of protecting software against intentional
modiﬂcution.‘

at the 1*t PG meeting

[c ted [ME110]: Related to AU-08

Examples:

1) 1) A measuring instrument consists of two components, one containing the
main metrological functions incorporated in a housing that is sealed. The other
component is a universal device with an operating system. Some functions such as the
indication are located in the software of this device. To prevent swapping of the
software on the universal device the transmission of measurement data between the
component and the universal device is encrypted. The key for decryption is hi
included fin a program that is part of the legally relevant software of the universal

A ted [ME111]: Related to AU-20

device. Only this program knows the key and is able to read, decrypt and use the
measurement data. Other programs cannot be used for this purpose as they cannot
decrypt the measurement data (see also example in [(».2.2.2.4643.2.2.2]).

2) (I/(I)  The housing containing the memory devices is sealed or the memory device
is sealed on the printed circuit board.
3) (1) The write-enable input of the device is inhibited by a switch that can be

sealed. The circuit is designed in such a way that the write protection cannot be
cancelled by a short-circuit of contacts.

3H4) [(I) The software contains a neural network of fixed topology. but with flexible
weights that change from time to time, to affect the measuring algorithm’s behaviour.
A checksum over all weights in predefined order is used to identify the neural network
weights, while a version number is used for the neural network overall structure and
the rest of the software. The checksum is updated and logged in an audit trail

—(c ted [MN112]: Related to NL-043

everytime that the parameters change.

e ted [ME113]: SG1 results

Cc ted [ME114]: Related to DE-02

[All inputs from the user interface Fafeshall bel handled by a protective interface. Any
function that can Onty—elear sumented-functions (see be activated by
the user interface shall:

e be clearly documented (see [7. 1 .Z‘)

22
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e _which donot be able to influence the legally relevant characteristics brlesalll:

#ther-thronoh-the userinterfac rremeotel

C d [ME116]: Related to AU-21, NL-044

Cc ted [ME117]: No longer needed since “legally relevant

. T T—— N —Tr—

Note:

The %eam'mer—tvpe evaluation _authority decides whether all of thesN

characteristics” always contain the legally relevant software, see
change related to NL-011.

documented functions are acceptable.

Example:

(/1)  All inputs from the user interface are redirected to a Fa#\x—mt
moduleprotective interface that filters incoming commands. It only allows the

C ted [ME118]: SG2 results ]

Commented [ME119]: Since the rephrasing from AU-21 and NL-
044 made the combination of requirements for user interface and
communication interface into one clause extremely difficult, the text
has now been duplicated in the new clause below.

Commented [ME120]: Related to AU-22, AU-23

commands to trigger the documented functions |deemed acceptable by the type

‘\

C ted [ME121]: Related to NL-045

evaluation authority because they do not influence the legally relevant characteristics]_/[ Commented [ME122]: Related to AU-24

and discards all others. This module is part of the legally relevant software.

‘1\” inputs from communication interfaces [a-Eeshall be\ handled by a protective interface.

J L U N

—

Any function that can be activated through a communication interface shall:

e be clearly documented (see [7.1 421)

e not be able to influence the legally relevant characteristics of the instrumer]t

remotely such as hhrough a remote verification procedure or a software dow 11I(>L1<L/[Commented [ME125]: SG2 results ]

Note: The

documented functions are zlcccpl;le

[e"aminer type evaluation authority kiccidcs whether all of thesg /[r

c ted [ME123]: Related to DE-02 )
Commented [MN124]: Related to NL-013, NL-113, DE-19 ]

ted [ME126]: Related to AU-22, AU-23 )
C ted [ME127]: Duplicated requirement on user

6-4446.2.3.4  Legally relevant parameters shall be secured and protected in such a way that

evidence of an intervention shall be available. If necessary for the purpose of verification

of a measuring instrument, displaying or printing jand. if applicable, transmitting efthe

current relevant parameter settings to the verification software shall be possible. The

rephrasing from AU-21 and NL-044.

interfaces that has been modified to address communication
interfaces to allow for proper inclusion of SG2 results after

ted [ME128]: SG2 results, related to NL-046 ]

relevant Recommendation may require the setting of certain device-specific parameters

to be available to the user. If that is so, the measuring instrument shall be fitted with a
facility to automatically and non-erasablye record any adjustment of the legally-relevant

device-specific parameter, e.g. an audit trail, see 6.2.8.5 and 6.2.3.66.1.3.2.5)

—

C
C

ted [ME129]: Clause 6.2.8.5 has been deleted since it
was identical to this revised clause on parameters.

N

Commented [ME130]: Related to NL-048 ]

C d [ME131]: Related to NL-046

C ted [MN132]: Related to NL-00S, SG3 )

C ted [ME133]: Note copied from previous clause

6.2.8.5 5 which was identical to this revised clause on parameters,

Note 13: Type-specific parameters have identical values for all specimens of a typg.
They are fixed at type evaluation of the instrument.

INote 42: In case of a software implemented seal, see clause 6.2.6.1 regardinf
requirements on checking facilities and appropriate reactions| \

Note 35: The audit trails are part of the legally relevant softw arc—heaﬂ—]. seg [
6.2.3.66:2.3.6623 16| ’

otherwise.
Example:

(I)/(I1)  Device-specific parameters to be protected are stored in a non-volatile
memory. The write-enable input of the memory is inhibited by a switch that is sealed.

Refer to examples 0.2.3.56.2.2.56. 2.3 1.56.1.5.2.4 1) to 3).
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Commented [ME134]: Related to NL-049

mMnrise anpronriate aline bv mechanical
18] 1

6-4426.2.3.5 Software protection means shall comprise-appropriate sealing by mechanical;
and/or cryptographic means, making an intervention impossible or
evident.

Note-£: A cryptographic certificate may be used. The software is signed by a
trustworthy institution with an electronic signature. The authenticity of the
signed software can be verified by using the public key of the trustworthy
institution and decrypting the signature of the certificate.

6—2—8—44 1 Cc ted [ME135]: Related to NL-041, NL-050: moved to
clause 6.1.3.2

Examples:

1) 1) Electronic sealing. The legally relevant parameters of an instrument can be
input and adjusted by a menu item. The software recognises each change and
increments an event counter with each event of this kind. This event counter value can
be indicated. The initial value of the event counter is marked durably on the
instrument. If the indicated value differs from the registered one, the instrument is in
an unverified state (equivalent to a broken seal).

2) (I/(I)  The software of a measuring instrument is constructed such (see example

) that there is no way to modify the legally relevant

parameters except via a switch protected menu. This switch is mechanically sealed in

the inactive position, making modification of the legally relevant parameters
impossible.

To modify the legally relevant parameters, the switch needs to be activated, inevitably
breaking the seal by doing so.

3) n The software of a measuring instrument is constructed such that there is no
way to access the legally relevant parameters except by authorised persons. If a person
wants to access the parameter menu item, that person Bﬁ}a&needs }to insert their smart € ted [ME136]: Related to NL-015. Examples shall not
card containing a personal identification number (PIN) as part of a cryptographic use normative language.
certificate. The software of the instrument is able to verify the authenticity of the
personal identification number (PIN) by the certificate and allows the parameter menu
item to be entered. The access and any parameter changes are recorded in an audit trail
including the identity of the person (or at least of the smart card used).

6+-436.2.3.6  Audit trails and event counters jare part of the legally relevant software and shall be ///[ [¢ ted [ME137]: Related to NL-052 ]
secured and protected as such. It shall not be possible to delete Ig change Commented [ME138]: Added to clarify that audit trail data and
the data of the event counter or {-h%‘audit trails and it shall not be possible to exchange the event counter values can change, of course.
audit trails jor the value of the event counter when the software is updated. The audit trail \{ Cc ted [ME139]: Related to NL-052 ]
shall contain at minimum the following information:
Commented [ME140]: Related to NL-052 ]
e time stamp of the event;
e in the case of a traced update, see 6.3.8.4.86:3.8.4.76.3.8.4.76 .2.&4ﬂ; ///{ C ted [ME141]: Related to AU-25 ]
* inthe case of a parameter change: Commented [ME142]: Related to FR-04 ]
o Identification of the changed parameter; Commented [ME143]: Related to NL-054
o The old and new value of the changed parameter. Commented [ME144]: 5G2 results (marked in SG2 results in
. . . . . : clause 6.2.8.4.6, part of which was moved here in 1WD)
hf applicable, the source of the modification shall be recorded in the audit tralll
Cc ted [ME145]: Related to NL-054
The audit trail shall be displayed or printed on command and, Commented [ME146]: Related to NL-054, added for
if applicable,- transmitted to the verification software\. The certificate shall describe how consistency with previous sentences.
the aUd}t tra‘ll . = may be.dlspl_ayed or prmtedj_p_y_and specify if Commented [ME147]: SG2 results (marked in SG2 results in
the audit trail is part of the remote verification procedure. clause 6.2.8.4.6, part of which was moved here in 1WD)
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6.24 [Prevention of misuse C d [ME154]: Moved to separate clause because of
DE-08
A measuring_instrument shall be constructed in such a way that possibilities for
unintentional, accidental, or intentional misuse are minimal. In the framework of this
Document, this applies especially to the software.
Note: Software-controlled instruments are often complex in their functionality.
The user needs good guidance for correct use and for achieving correct
measurement results.
‘Thc following example 1) illustrates possible means of preventing unintentional or
accidental misuse. Example 2) illustrates possible means of preventing unintentional,
accidental and intentional misuse. Cc ted [ME148]: Related to AU-08
Examples:
1) @ The user is guided by menus. The legally relevant functions are combined
into one branch in this menu. If any measurement data might be lost by an action, the
user is warned and requested to perform another action before the function is executed.
2) 18} The measurement is started remotely by a smartphone app. which runs on
an arbitrary devicel. The measuring instrument itself is fully secured and protected C ted [ME149]: Related to NL-079. In this specific case,
(physically and in software). It only allows one single command as input for starting consumer devices would be acceptable, since the protection of the
a_measurement \via a protective interface. Once the measurement is completed the | measurement result does not depend on the smartphone.
result is findicated on a display attached to the instrument| The result is also (r d [ME150]: Related to NL-040
5 sraphieally siened-sent back to the smartphone for secondary indication. las-elear (
: e P T S RN Sor e ted [ME151]: Related to NL-003
{ commented [ME152]: Related to NL-003
| Commented [ME153]: Related to JP-03
Legally relevant software shall be secured against accidental or unintentional changes.
The presentation of the measurement results khall ]be unambiguous for all parties affectedl /[ Cc ted [ME155]: Related to AU-16
Commented [ME156]: Moved below the examples because of ‘
6.2.5 \Dcmands on the user | DD
The software of a measuring instrument shall be designed in such a way that no
unreasonable demands are required from the user to obtain a correct measurement rcsulLL [Commented [ME157]: Related to NL-039
6-156.2.6  Support of hardware features
6-1-516.2.6.1 Detection of significant defects
The relevant Recommendation may require detection functions for significant defects and
specify at what time and/or in which timeframe a check shall be carried out. In this case, /{l‘ ted [ME158]: Related to NL-055
the manufacturer of the instrument shall be required to design checking facilities into
the software modules or hardware partscomponents or provide means by which the /{r d [ME159]: Related to NL-009, SG3
hardware ppasts—components |can be supported by the software parts—modules jof the /{r d [ME160]: Related to NL-009, 5G3
Instrument.

Commented [ME161]:

Related to NL-009, SG3

If software is involved in the detection of significant defects, L’m—apprepfi—a&e—ﬁe&eﬁeﬁit

shall appropriately act upon any detected defect.be—req&ireeH For example, the relevant /[Commented [ME162]:

Related to AU-26

Recommendation may prescribe that the instrumenﬂf ﬂlcomponent is deactivated or an /[Commented [ME163]:

Related to NL-008

alarm nd/or record in an error log is generated in case a significant defect is detected. } { p ted [ME164]:

Related to NL-056

o Je ) L ) U

The documentation to be submitted for type evaluation shall contain a list of the
significant defects that will be detected by the softwareLaﬂd—eh%expeeted, how it will act
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upon_these defects reaction—and in case needed for understanding its operation, b/[f‘

ted [ME165]: Related to AU-27

description of the detecting algorithm, see 7.1.2.

Examples:

1) 18} On each start-up the legally relevant software [paFQcalculates a checksum ot{ /[ Cc

ted [ME166]: Related to NL-009, SG3

the program code and legally relevant parameters. The nominal value of these
checksums has been calculated in advance and stored in the instrument. If the

calculated and stored values do not match, the legally relevant software [pa-Ft—]stops| ///{ C

ted [ME167]: Related to NL-009, SG3

execution.

In case of a non-interruptible cumulative measurement, the checksum is calculated
cyclically and controlled by a software timer. In case a failure is detected, the software
displays an error message or switches on a failure indicator and records the time of the
significant defect in an error log.

2) In On each start-up, the legally relevant software Fpachalculates a value| ] //[ Cc

ted [ME168]: Related to NL-009, SG3

produced by a cryptographic hash function of the program code and legally relevant
parameters. The nominal value of the hash has been calculated in advance and stored
in the instrument. If the calculated and stored values do not match, the program stops
execution.

In case of a non-interruptible cumulative measurement, the hash value is calculated
cyclically and controlled by a software timer. In case a failure is detected, the software
displays an error message or switches on a failure indicator and records the time of the
significant defect in an error log.

6-1-5:26.2.6.2 Durability protection

6.2.6.3

hhe relevant Recommendation may require detection functions for durability errors anfl

]

)

specify at what time and/or in which timeframe a check shall be carried out. | € ted [ME169]: Inserted for alignment with previous
. . . . . o clause on detection of significant defects and to avoid beginning this

Note: It is the manufacturer’s choice to realise durability protection facilities clause with a note, related to DE-14, NL-055

addressed in OIML D 1 1:2.0.1.3 [2](5.1.3 (b) and 5.4) in software or hardware, Commented [ME170]: Related to DE-14

or to allow hardware facilities to be supported by software. The relevant

Recommendation may suggest appropriate solutions.
If software is involved in durability protection, ha&appfepﬂa&%feaeﬁeﬂ shall appropriatel
act upon any detected durability error i For example, the relevarft ¢ ted [ME171]: Related to AU-29, the original proposal
Recommendation may prescribe that the instrument/ or component is deactivated or ah 'E_fE":dfm  detectedidefectsBwhichiwas|probahlyjalcopyj&paste
alarm and/or record in an error log/repertfis generated in case durability is detected as being mistake from AU-26.
jeopardised. \[ Commented [ME172]: Related to NL-008
The documentation to be submitted for type evaluation shall contain a list of the significant Commented [ME173]: Related to NL-057
durability errors that will be detected by the software, kh%expee@eﬂeaeﬁeﬂhow it will adt
upon these errorg and, in case needed for understanding its operation, a description of th /[ Cc ted [ME174]: Related to AU-29

detecting algorithm, see 7.1.2

Example:

(M/()  Some kinds of measuring instruments require an adjustment after a
prescribed time interval, in order to guarantee the durability of the measurement. The
software gives a warning when the maintenance interval has elapsed and even stops
measuring, if it has been exceeded for a certain time interval.

hnformation for remote verification
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If support of or is part of the remote verification procedure it shall be
ossible to transmit data containing information in this respect to the verification software.—

/[ Commented [ME175]: SG2 results

6-1:66.2.7 Time stamps

The time stamp shall be in a consistent format, allowing for easy comparison of two
different records and tracking progress over time.

hf'a measuring instrument uses time stamps, the instrument shall contain an internal clock

which shall be used for the creation of the time stamp.Fhe-tirne-stamp-shall-be-read-from
the clock ofthe instrument. lDepending on the kind of instrument or on the field of /[ Cc ted [ME176]: Related to DE-15

application, setting the clock may be legally relevant and appropriate protection means
shall be taken according to the risk level to be applied (see 6.2.3.46233622 1361 3.’43).[
Automatic setting of the time shall only be possible if legal time is used as a time base in

an authenticated manner, If an internal clock is synchronized with . the /[ Commented [ME177]: Related to AU-28

method of synchronization and traceability to shall be described| C ted [ME178]: For harmonization with the previous

. L lated to AU-28
Note 1: |The internal clock of a stand-alone measuring instrument may have a rather \[ sentenceieaterlio
large uncertainty if no means are incorporated to synchronise this clock with Commented [ME179]: Related to FR-05

. Where the specific field of Commented [ME180]: Related to NL-013, NL-113, DE-19

application requires high accuracy information concerning the exact time of the Commented [ME181]: Related to DE-15

measurement, it may be necessary to improve the reliability of the internal

. . Commented [ME182]: For harmonization with previous
clock using specific means.

paragraph, related to AU-28

Note 2:  |Where relevant, PGs may define requirements and test methods for internal ///{f‘ ted [ME183]: Related to DE-15
clocks.
h"hc use of time stamps shall be mandatory if audit trails are uscd.\ /[ Cc ted [ME184]: SG2 results
Example:
I The reliability of the internal quartz-controlled clock device of the

measuring instrument is enhanced by redundancy. A timer is incremented by the clock
of the microcontroller that is derived from another quartz crystal. When the timer value

reaches a preset value, e.g. 1 second, a specific ﬂai of the microcontroller is set and

an interrupt routine of the legally relevant software increments a second counter. //{ C ted [ME185]: Related to NL-009, SG3
At the end of e.g. one day the software reads the quartz-controlled clock device Commented [ME186]: Related to AU-08. Sentence added to
and calculates the difference in the seconds counted by the software. If the difference address all aspects of the clause in the example.

is within predefined limits, the software counter is reset and the procedure repeats; but
if the difference exceeds the limits, the software initiates an appropriate error reaction.

Requirements specific configurations Commented [ME187]: Related to DE-16

6246.3.1 General

The requirements given in khi&clause _lare based on typical technical solutions in /[ Cc ted [ME188]: Related to AU-30

information technology, although they might not be common in all areas of legal
applications. When following these requirements, technical solutions are possible that
show the same degree of security and conformity to a type as instruments that are not
software-controlled.

___—| Commented [ME189]: Related to DE-05, replaced by new
introductory clause 6.1
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b . o - el ;

introductory clause 6.1

%ehm%sehﬁe&a%ep&&blﬁreas&e#m&ed—ﬂslﬂ%\%e%ﬂ /{ C ted [ME190]: Related to DE-05, moved to new

6:2:26.3.2  Specification and separation of legally relevant and Commented [ME191]: Related to NL-058
interfaces Commented [ME192]: Related to NL-058

This requirement applies if the measuring instrument{% Mcomponent has interfaces for /[ Cc ted [ME193]: Related to NL-008
communicating with other components or with othgr Commented [ME194]: Related to NL-059

software hear—&s—besides the legally relevant paﬁs—softwar@] within

™

Commented [ME195]: Related to NL-059

measuring instrumenﬂ% or component.

[ 1 shall not be inadmissibly influenced by

L. Commented [ME199]: Related to NL-059
other of the measuring instrument. [ ]: Related to

Commented [ME200]: Related to NL-059

Recommendations may specify the software. /hardware data or part of the softwarg

\f Commented [ME196]: Related to NL-009, SG3
- Commented [ME197]: Related to NL-059
Legally relevant of a measuring instrumerjt Commented [ME198]: Related to NL-008

Commented [ME201]: Related to NL-009, SG3

hardware data that are legally relevant.
Commented [ME202]: Related to NL-059
. C ted [ME203]: Related to NL-059
6:2.2.16.3.2.1 Separation of components ommented [ 1 Related to

Commented [ME204]: Related to NL-059

Commented [ME205]: Related to NL-059

6:2:2-116.3.2.1.1 Components of a measuring instrument that perform legally relevant functions
shall be identified, clearly defined and documented. sce | They form the legall [f‘- ted [MN206]: Related to NL-013, NL-113, DE-19
relevant haaft—hardwarc bf the measuring instrument. ,{ C ted [ME207]: Related to NL-009, SG3

Note 1:  The k)earm'ﬁ%tvpe evaluation authority ldecides whether %ﬁaﬁtbe legall /[ Commented [ME208]: Related to AU-31

() (D U G

relevant hardware is complete and whether other parts—components of th { Cc ted [ME209]: Related to NL-008, SG3
measuring instrument may be excluded from further evaluation.
[Note 2:  With respect to separation of software modules, see J /[ Cc ted [ME210]: Related to NL-060
Examples:

1) (/1)  An electricity meter [with a local display fis equipped with a | /{ Commented [ME211]: Related to AU-32
optical interface for connecting an electronic device to read out the measurement Commented [ME212]: Related to NL-044
result. The meter stores all and keeps the| -
results available to be read out for a sufficient time span. In this system, only the Commented [ME213]: Related to AU-33
electricity meter is the legally relevant instrument. Other legally non-relevant devices

be connected to the interface that complies with| Commented [ME214]: Related to NL-015. Examples shall not
. Securing of the data transmission itself (see use normative language. As “can” expresses a technical possibility,
) is not required. the verb seemed more fitting here.
2) (D)/(I) A measuring instrument consists of the following components: Commented|[ME2 TS e
e adigital sensor that calculates the weight or volume;
e auniversal device that calculates the price;
e aprinter that prints out the measurement result and the price to pay.
All components are connected by a local area network. In this case the digital sensor,
the universal device and the printer are legally relevant components and are optionally
connected to a merchandise system that is not legally relevant. The legally relevant
components fulfil requirement and — because oﬂ
the transmission via the network — also the requirements contained in
62.2126.3.2.1.2 A hegally relevant lsoftware-controlled component shall communicate wit] /[ C ed [ME216]: Related to US-05

other components or devices through a protective interface. [It shall not be possible th '
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inadmissibly influence the legally relevant software, parameters or measurement data

through these interfaces, see also 6.3.6.2. It shall be demonstrated that legally relevant /[r‘ ted [ME217]: Related to NL-061

software, parameters and measurement %h%f&ne&eﬂs—&nd—ldata of components that are /{(‘ ted [ME218]: Related to NL-062

legally relevant cannot be inadmissibly influenced by commands received via the
protective interface >regatly ‘elevant partshardware —softw "‘._/[Commented [ME219]: Related to NL-009, SG3

This implies that there is an unambiguous assignment of each command to all initiated | Commented [ME220]: Related to NL-062

) W

functions or data changes in the component.

Note: If “legally relevant” components interact with other “legally relevant”
components, refer to 6.3.56.3.56.3.56.2.5,

Examples:

1) (I)/dI) The software of the electricity meter (see example (1) of
0321 1632 1622 1 162211 above) is able to receive commands for selecting the

h&aﬂﬁﬁe&measurement results required. It sends the measurement result (including Commented [ME221]: Related to AU-33

additional measurement result relevant informationdata — e.g. time stamp, unit) back to

; . 2 0L e ted [ME222]: Modified t ly with SG3 result
the requesting device. The software only accepts commands for the selection of valid \‘{ L 1: Modified to comply wi results
allowed quantities and discards any other command, sending back only an error Commented [ME223]: Related to US-06

message. Fhere may-be sSecuring means for the contents of the dataset. but they are not C ted [ME2241]: Related to NL-015. Examples shall not
required, as the transmitted dataset is not subject to legal control. use normative language.

2) (D/(IT)  Inside the housing that is sealed there is a switch that defines the operating
mode of the electricity meter: one switch setting indicates the secured mode and the
other the free mode (securing means other than a mechanical seal are possible; see
examples 6.2.3.16:2.3-16:23- 1161321 and 6.2.3.56.2.3.56.2.3.1.56-1.3-2.4). When
interpreting received commands, the software checks the position of the switch: in the
free mode, the command set that the software accepts is extended compared to the

secured mode (e.g. it 2515 be possible to adjust the calibration factor by a command (ce ted [ME225]: Related to NL-015

that is discarded in the secured mode).

6.3.2.1.3  [PGs may decide that legally relevant components shall be protected against exchange.\_/[ Commented [ME226]: Related to NL-064

If software seals are used to prevent components from being exchanged [gnd pairing
parameters are part of the seal, then these pairing parameters are legally relevant and sheutd
shall be secured and protected ard-seetred-asin such a way that evidence of an intervention
is available, see 6.2.3.46:2.3-462.3-1.4.

Note: Pairing parameters could also include network or internet (IP) address) /[r- ted [ME227]: Related to NL-064

[Examples:

1) 18} When a new component is connected to an existing measuring instrument via
ethernet, a secret 32-bit binary pairing key is manually entered into the component and
into the measuring instrument. As additional pairing parameters, the network address of
the respective communication partner is also manually set. Whenever one side or the
other exchanges data with the communication partner under the specified network
address, they symmetrically encrypt their communication using RC4 with the secret
pairing key.

2) (I1) When a new component is connected to an existing measuring instrument via
cthernet, both sides exchange X.509 cryptographic certificates signed by the
manufacturer and log the exchange in an audit trail. Whenever they exchange data, they
sign them using an ECC-based signature using the secret key corresponding to the
certificate. The origin of the signed data is verified by the receiver using the available
certificate. If the signature of the sender cannot be verified, the receiver displays an error

message and prevents further measurements) /{ C d [ME228]: KR-04, US-07, JP-04
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6.3.2.1.4  [PGs may decide that legally relevant components shall check the authenticity, integrity
and/or availability of another software-controlled component. In case the authenticity S
and/or integrity check fails, or the bll]cr component is not available, the checkin - { gg?;“:::: d[t?:izzge]: foibauonizatonithieZ el and }
component shall an-appropriately zeact upon thisien-she ired, See 6.2.6.1. — .
Note: In the case of simple recipient printers it could be that only availability needs
to checked. /{f ted [ME230]: Related to NL-065 ]
{ Commented [ME231]: Turned into a note since this sentence }
6.3.2.1.5 _[If a component is shared by multiple components. e.g. one display for multiple sensors. jlusteteitheliequisment
then all the components that share another component shall be unambiguously identiﬁed_/{Commented [ME232]: Related to NL-066 ]
Note: This requirement does not impose any restrictions on the manner of
identiﬁcation.\ C ted [ME233]: Related to NL-066, note added to
highlight flexibility regarding manner of identification, see discussion
at the PG meeting.
6.3.2.1.6 [[f some components of a measuring instrument are not physically connected and
therefore present in the same location, it might be difficult to establish if an indicated
result actually stems from and is indicated by legally relevant software. [[n case the {t‘ ted [ME234]: Related to NL-068. Explanation added as }
completeness of the measuring instrument cannot be visually checked (e.g. wireless or requested at the PG meeting.
network-connected components), non-legally relevant software modules shall be
prevented from calculation/presenting/spoofing the measurement result) /{f ted [ME235]: Related to NL-068 ]
Example:
(I/II) A measuring instrument consists of two components, one containing the|
main metrological functions incorporated in a housing that is sealed. The other]
component is a universal device with an operating system. Some functions such as the
indication are located in the software of this device. To ensure that only the legally
relevant software on the universal device can further process the measurement data the
measurement data is encrypted. The key for decryption is [hiddenincluded in a program /{r ted [ME236]: Related to AU-20 ]
that is part of the legally relevant software of the universal device. Only this program
knows the key and is able to read, decrypt and use the measurement data. Other
programs cannot be used for this purpose as they cannot decrypt the measurement data
(see also example in 6.3.2.2.263-2.2.4)| [ C ted [ME237]: Related to NL-068 J
6.3.2.1.7 _ [PGs may decide that functionalities in certain components shall be restricted, for examplp

the functionality of apps on smartphones or when cloud storage devices are used.

In case legally relevant components with limited functionality and limited

securing/protection capabilities lare applied (e.g. if a legally relevant operating system on

C ted [ME238]: Added to address concerns voiced at the
PG meeting.

a component cannot be configured according to 6.3.6), they shall have limited access to {t‘ d [ME239]: Added for improved clarity of the }
the measurement data, i.e. they shall use the measurement data without modification or requirement.
further processing. [ Commented [ME240]: Related to AU-44 ]
e The measurement data shall be prepared for transmission or storage for furthdr
processing by a component that can be fully secured and protected.. thatThis
component ensures that the data isare complete and protected.
e The measurement data shall be received or retrieved for further processing by p
component that can be fully secured and protected.. thatThis component ensurefs
that the data isarc complete and shall check itstheir integrity. FThatThe componer]t
also ensures that the measurement result is printed or indicated in case of a disputg| - [ Commented [ME241]: Minor editorial corrections ]
Commented [ME242]: Related to NL-069 J

Example:
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S
ay dedicated belonging to the owner of the measuring instrument ///{r‘ ted [ME243]: Related to NL-003, NL-040

lvia a protective

interface] ///{ Cc ted [ME244]: Related to NL-040

for indication
Commented [ME245]: Related to JP-03

The Cc ted [ME246]: Related to JP-03

signed measurement result can be uploaded to a secured and protected webserver
which checks the signature and then indicates the rcsult.\

Commented [ME247]: Related to NL-003. Example copied and
modified here because of subsequent changes to component-
related clauses and to the example itself.

Commented [ME248]: Related to NL-069. Modification of the
original example to comply with new component-related
requirements.

Commented [ME250]: Related to NL-70

use normative language.

hhﬂ‘l']—belﬂ //’{ Commented [ME249]: Related to NL-015. Examples shall not

6:2.2:26.3.2.2 eparation of software kaaftsmoduleﬁ Cc ted [ME251]: Related to DE-17
\f Commented [ME252]: Related to NL-009, SG3, NL-071
6:2:2.2-16.3.2.2.1 All software modules (programs, subroutines, objects, operating system parts
etc.), that perform legally relevant functions or that process legally relevant measurement
data, form the legally relevant software ﬁaﬂiﬂof a measuring instrumenﬂ;Z Mcomponent. ///[f‘ ted [ME253]: Related to NL-009, SG3
The conformity requirement applies to this hea-ﬁ—software land it shall be made identifiable \{ C ted [ME254]: Related to NL-008

as described in .
- Commented [ME255]: Related to NL-009, SG3

If the separation of the software is not possible or needed, the software }}s—shall be legally //,{ Commented [ME256]: Related to DE-02

O

relevant as a whole.

. Commented [ME257]: Related to NL-072

LNote: If one or more dynamic modules of legally relevant software are used in
combination with software separation, needs to be
observed to ensure that any parameter changes in these software modules are

traceable.\ /[ Cc ted [ME258]: SG1 results

Example:

@ A measuring instrument consists of several digital sensors connected to a
personal computer that displays the measurement result. The legally relevant software

parton the personal computer is separated from the legally non-relevant [past-softward /{ Cc ted [ME259]: Related to NL-009, SG3

by compiling all procedures realising legally relevant functions (including presentation \E
t ME260]: Related -
of results) into a dynamically linkable library. This library contains all legally relevant Commented [ME260]: Related to NL-009, 563

functions like functions receiving the measurement data from the digital sensors,
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6.2:2.2:26.3.2.2.2
communicates with other
. It shall be demonstrated that the functions and data of modules that are legall

calculating the measurement result, and displaying it in a software window One or
several legally non-relevant applications may call functions in this library.

LA;AH legally relevand software haaft—modules 1

Cc ted [ME261]: Related to NL-074

modules a protective interface

protectiv]

(€]

relevant cannot be inadmissibly influenced by commands received via the

interface.

relevant software part]

see 7.1.2)

ace—The legall
and the protective interface shall be clearly documented
All legally relevant functions and data domains of the software shall b

(O

Cc ted [ME262]: Modified to highlight that there might
be more than one legally relevant software module.

Commented [ME263]:
Commented [ME264]:
Commented [ME265]:

Related to NL-009, SG3 ]

Related to NL-074

Related to NL-009, SG3 ]

Related to NL-074

described to enable a type evaluation authority to decide on correct software separation.

The protective interface consists of program code and dedicated data domains. Defined
coded commands or data are exchanged between the software haaft&modules ]by storing tp

Commented [ME266]:

Commented [ME267]:

Related to NL-009, SG3

C ted [ME268]:

the dedicated data domain by one ngd
reading from it by other
code is part of the protective interface.

. Writing and reading

[Measurement data shall not be made available to legally non-relevant modules prior tp
primary indication. Furthermore, PGs may decide that no secondary indication is allowe(

Commented [ME269]:

Related to NL-074

Related to NL-074. Amended to highlight

that there might be more than one legally relevant software

module.

( commented [MN270]:

Related to NL-013, NL-113, DE-19

Commented [ME271]:

Related to NL-009, SG3

for certain scenariosl

c ted [ME272]: Related to NL-00S, SG3 )

Note I:  Protection from interruptions (delayed execution or blocking by othefr Commented [ME273]: Related to NL-074
processes) is addressed in Commented [ME274]: Related to NL-076 ]
INote 2:  Software modules can be installed in a measuring instrument or in f
component. With respect to separation of components, see 7/[0 ted [ME275]: Related to NL-075 ]
Example:

6:2:2:2:36.3.2.2.3
functions or data changes in the legally relevant software}paﬁi. Functions that are triggereh P
through the
Only documented functions shall be activated through the

632216322+ arjd
, the legally non-relevant application controls the
start of the legally relevant procedures in the library. \via a protective interf@. Omittirjg

In examples

0]

a call of these procedures would of course inhibit the legally relevant function of the
system. Therefore, the following provisions have been made in the example system: The
digital sensors send the measurement data in encrypted form. The key for decryption is
hidden in the library. Only the procedures in the library know the key and are able to
read, decrypt measurement data, and display measurement results. Only after indicatign
of the measurement results does the library allow other legally non-relevant modules {o

o

C d [ME276]: Related to AU-08. Added to address all
aspects of the clause.

read the result]

There shall be an unambiguous assignment of each command to all initiated

T

C ted [ME277]: Related to AU-08. Added to address all
aspects of the clause.

software interface shall be declared and documented. sce
software interfacel
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there might be more than one legally relevant module. The term
“module” was not used here.

C ted [ME278]: Related to NL-009, SG3, NL-077. Since ‘

Commented [ME279]: Related to NL-044

f Commented [MN280]: Related to NL-013, NL-113, DE-19 ]

Commented [ME281]: Related to NL-044
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6:2:2:2:46.3.2.2.4

6.3.2.2.5

Examples:

1) 1) In the example described in the
software interface consists of the procedures in the library and their parameters and
return values. The interface cannot be circumvented e.g. by pointers to internal data. The
number and kind of procedures, parameters, and return values is fixed at compile time.

2) In Legally relevant and legally non-relevant software modules run in separate
virtual machines on a universal device. Both machines are configured in such a way that
any communication between both software h@aﬁkmodules lcan only be done via the

¢

Commented [ME282]: Related to NL-044

ted [ME283]: Related to NL-009, SG3

defined software interface. The setup of the virtual machines, including the
method of communication between both, is part of the legally relevant software. The
operating system ensures that the configuration cannot be modified. The operating
system configuration itself is protected by a sealed administrator password. Therefore

Commented [ME284]: Related to NL-044

changes to the setup of the virtual machines cannot happen [without breaking a seal.

e

Where the legally relevant software haa-l#has been separated from the non-

ted [ME285]: Related to AU-35

—1 C ted [ME286]: Related to NL-009, SG3, NL-078. Since

relevant software«h%ﬁi, the legally relevant software Pp&ﬁ—lshall have priority using the

resources over non-relevant software. The legally relevant process shall not be inadmissibly
interrupted by legally non-relevant software. The measurement process (realised by the
legally relevant softwarejpa-Fé) shall not be delayed or blocked by other processes.

Examples:

1) 18} A priority level is assigned to the legally relevant function which is higher
than for normal processes and which cannot be decreased by a user/operator of the
measuring instrument.

2) @ The software of an electronic electricity meter reads measurement data from
an analog-digital converter (ADC). For the correct calculation of the measurement result
the delay between the “data ready” signal from the ADC to finishing buffering of the
measurement data is crucial. The measurement data are read by an interrupt routine
initiated by the “data ready” signal. The instrument is able to communicate via an
interface with other electronic devices in parallel served by another interrupt routine
(legally non-relevant communication). The priority of the interrupt routine for
processing the raw values is higher than that of the communication routine.

3) () Legally relevant and legally non-relevant software h@afts—]run in separate

there might be more than one legally relevant module. The term
“module” was not used here.

there might be more than one legally relevant module. The term
“module” was not used here.

Commented [ME287]: Related to NL-009, SG3, NL-078. Since

there might be more than one legally relevant module. The term
“module” was not used here.

Commented [ME288]: Related to NL-009, SG3, NL-078. Since

there might be more than one legally relevant module. The term
“module” was not used here.

Commented [ME289]: Related to NL-009, SG3, NL-078. Since

ted [ME290]: Related to NL-009, SG3

virtual machines on a universal device. The configuration of the operating system
ensures that the virtual machine on which the legally relevant software gaﬁ—h'uns always

ted [ME291]: Related to NL-009, SG3

has sufficient system resources available for the legally relevant processes.

thn dynamic modules of legally relevant software have facilities for continuous

learning that allow dynamic parameter changes . the manufacturer
shall clarify the facilities and its priorities to the whole legally relevant software
especially in reference to the measuring functions.

Where relevant, PGs may specify the requirement that the measuring functions shall not
be inhibited/affected by the continuous learning process.

Note:— The software documentation shall contain the description of the prioritization
of using -all legally relevant parts including dynamic modules of legally relevant software,

Commented [ME292]: Related to NL-010
Commented [ME293]: Related to NL-009, SG3

S€e

6:236.3.3 Shared indications

A display or printout may be employed to present both information from the legally

[c ted [MN294]: Related to NL-013, NL-113, DE-19

\\\\f Commented [ME295]: SG1 results

\
Commented [MN296]: Turned into a requirement for
harmonization with other similar documentation requirements

ted [ME297]: Related to NL-009, SG3

relevant software Mand other information. The contents and layout are specific to the /[ Cc
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kind of instrument and field of application and shall be defined in the relevant
Recommendation. If a display or printout is used both for legally relevant and legally non-
relevant outputs, the legally relevant information shall always be readable, and clearly
distinguishable from other information.

Examples:

1) @ In the measuring instrument described in the examples

to 62222 the measurement results ai‘e Commented [ME298]: Related to AU-36
displayed in a separate software window. The means described in

| guarantee that the legally relevant software ppartcan ree{d /[ Cc ted [ME299]: Related to NL-076

and display the measurement results - - - : Commented [ME300]: Related to NL-009, SG3

. The instrument has an operating system with a multipje

windows user interface. The window displaying the legally relevant data is generated Commented [ME301]: Related to AU-36

and controlled by procedures in the legally relevant dynamically linkable library (see

). During measurement, these procedures check cyclical]y
that the relevant window is still on top of all the other open windows; if not, the
procedures place it on top.

2) n In the measuring instrument described in the examples
63221632211 to 6:3.2.2.46.3.2.2.4 tle
measurement application runs in kiosk mode. The entire display is controlled by the

legally relevant softwareLpaﬁi. Legally non-relevant data is presented in a special part bf /[ Cc ted [ME302]: Related to NL-009, SG3

the display marked as legally non-relevant.

3) I A smartphone app is ust Commented [ME303]: Related to NL-079
to indicate measurement results calculated on a separate component. Since the
smartphone is also used for other legally non-relevant purposes, the operating system of
the smartphone is configured according to clause

[To ensure that the measurement result can always be distinguishg¢d Commented [ME304]: Related to AU-37, FR-06, KR-05
from legally non-relevant information, legally relevant measurement data is only made

available to legally non-relevant apps after primary indication) C ted [ME305]: Related to FR-06. Additional restrictions
on measurement data accessibility have been added as agreed at

the PG meeting.

If increased protection against fraud is necessary (II), a printout as an indication alone

may not be suitable and additional precautions in the form of hardware and/or software
shall be considered. component exist with increased securing meank Commented [ME306]: Related to NL-080
that is able to display the measurement results.

\Where measuring instruments or systems incorporate or are dependent upon dynami

modules of legally relevant software, this information shall be indicated and mad|
available to any parties interested in the measurement result(s) produced by that measurin|
instrument or system.

Where a measurement result is the product of a measurement process that incorporates g
is dependent upon dynamic modules of legally relevant software, the indication of th
measurement result shall include information regarding the use of those modules in th
measurement process. This may be achieved by the use of a short statement, clearl

oI 100

(OIS

understood markings, symbols or other indications) ///{ C ted [ME307]: SG1 results

6.2.46.3.4  Storage of data

62416.3.4.1 General

If measurement data are stored for legal purposes the requirements of

to shall apply. | e ted [ME308]: Related to DE-02

PGs may decide upon appropriate storage conditions for different applications.
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Requirements regarding storage of data also apply to software identification, log files,
results of diagnostics, result of remote verification, etc.

Commented [ME309]: Related to NL-090. Moved here from
one of the subsequent clauses.

[Commented [ME310]: SG2 results ]

Note 2: Redundant entries do not count toward the total stored count in the audit trail]

6:2:4-26.3.4.2 Completeness of stored data

The stored measurement data shall include all relevant data necessary for future legally
relevant use.

[Where measurement data is produced as a result of algorithms of dynamic modules of
legally relevant software, the measurement data shall be marked or indicated as such. Such
markings or indications and associated data shall form part of the legally relevant
measurement data) ///{f‘ ted [ME311]: SG1 results ]

Commented [ME312]: Related to NLO81, NL-082

Example:

(I/(IT) A stored dataset of the measurement result includes the following entries:
e measured value including unit;
e time stamp of measurement (see );

e place of measurement or identification of the measuring instrument that was used for
the measurement;

e unambiguous identification of the measurement, e.g. consecutive numbers enabling

assignment to values printed on an invoice[:;
e a mark showing that the result originates from a dynamic module of legally relevant

software if applicable) C ted [ME313]: Related to AU-08, SG1. Added to ensure
that all aspects of the clause are addressed.

62426.3.4.3 Protection of stored data

The stored measurement data shall be protected by lseﬂw&r%appropriate \means to /[ Cc ted [ME3141]: Related to AU-41 ]
guarantee the-authenticity integrity
. The software that displays or further processes the Commented [ME315]: Related to AU-39
measurement data shall check the authenticity: and integrity of the Commented [ME316]: Related to AU-39
data after having read them from the storage. If an irregularity is kletected an appropriate
response shall be required, for example fthe data shall be discarded or marked unusable. ///{ C ted [ME317]: Related to NL-084 ]

h"he storage component shall have sufficient permanency to ensure that the stored
measurement data are not corrupted under normal storage conditions.l /{ Cc ted [ME318]: Related to NL-083, NL-088 moved here }

from subsequent clause

Software modules that prepare data for storing, or that check data after reading are
considered part of the legally relevant software.

Commented [ME319]: Related to AU-38

Note 2: 1t is appropriate to require a raised risk level when considering a freely
accessible storage.

Raised risk levels might require the application of cryptographic methods. If appropriate,
means shall be provided whereby cryptographic keys can only be input or read if a seal is
broken. Example (11) applies to local storage and Example (H2) applies to freely accessible
storage. Example (3) addresses storage of measurement results in the cloud.
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Examples:
1) @ The program of the storing device calculates a CRC32 of the dataset arld Commented [ME320]: Related to AU-40
appends it to the dataset. It uses a secret initial value for this calculation instead of the
value given in the standard [11]. This initial value is employed as a key and stored as|a Commented [ME321]: Related to AU-40

constant in the program code. The reading program has also stored this initial value in
its program code. Before using the dataset, the reading program calculates the checksum
and compares it with that stored in the dataset. If both values match, the dataset is not
falsified. Otherwise, the program assumes falsification and discards the dataset.

2) In The storing program that is part of the legally relevant software generates an
electronic signature for the stored dataset. It is appended to the stored dataset. The
private and public keys used for signing are generated in a hardware security module
which protects the private key against manipulation or reading and exports the public
key. The reading program verifies the signature with the public key to check the
authenticity and integrity of the dataset. To prove the origin of the dataset the reading
program needs to know whether the public key really belongs to the storing program.
Therefore, the public key is presented on the display of the measuring instrument and
can be registered once, e.g. together with the serial number of the instrument when it is
verified in the field.

3) 1D Each dataset [is stored in the cloud and protected by means of a cryptograph
signature _calculated by the Elliptic Curve Digital Signature Algorithm (ECDSA) with|
key length of 256 bitﬁamkstefed—m—th&eleudl. The private key used for signing
protected as in example 2). To ensure that no data are lost, each dataset includes a
consecutive (paging) number whose current value is kept as a reference within the
instrument. The measuring instrument periodically checks the completeness of the
stored measurement datasets by randomly performing signature checks on previously
exported datasets. A service level agreement between user and cloud service provider
ensures that all datasets are available for inspection or verification purposes.
Nevertheless, should one or more datasets be detected as missing, the measuring

instrument MW&W%W
notifies user and customer that data are lost, For individual datasets, the reading progra /»[ C ted [ME323]: Related to NL-085, US-09 ]

always verifies the signature before indicating it.

» o o

e ted [ME322]: Related to FR-07 )

6:2.4:46.3.4.4  Automatic storing

6:2:4:4-16.3.4.4.1 When, considering the application, data storage is required, measurement
data shall be stored automaticall i —Hes dh
measurementresaltuscdtor-thelegalpu ha R-CCHCTa . /[ C ted [ME324]: Related to NL-086 ]

Commented [ME325]: Related to NL-087

ensure ha he-sto '..."...-.

—There shall be sufficient memor /{ C ted [ME326]: Related to NL-083, NL-088, moved to }
storage for the intended application. [PGs shall decide which action needs to be taken if thE [l @
memory limit is reached (e.g. diasabling further measurements)) ///[ Cc ted [ME327]: Related to NL-089 ]

Commented [ME328]: Related to NL-065

‘When the data necessary for the calculation of the measurement result are relevant for legal
purposes, all measurement result relevant data included in the calculation shall be
automatically stored with the final value.

Note 1: In the case of cumulative measurements, it may happen that the same data
domain (program variable) is used repeatedly. In that case, storage capacity
may not be legally relevant.
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Note 2:  Stored data does not need to be physically localised in one storage unit, as
long as all requirements are met.

Example:

(I)/(I)  The program of the measuring instrument stores all datasets in a cloud. In
case no communication connection to the cloud can be established, the instrument
temporarily buffers new datasets until the cloud can be reached again and datasets are
exported in first-in-first-out order. If the local buffer reaches its limit, further
measurements are disabled.

may be deleted if
e the transaction is settled, or

e these data are printed by a printing device subject to legal control.

Note: Other general national regulations (e.g. for tax purposes) may contain
strict limitations for the deletion of stored measurement data or results. PGs
may define alternative conditions for data deletion.

) Cc ted [ME329]: Related to NL-090. Moved to general
clause.

Commented [ME330]: Related to NL-092

-

6:2.56.3.5 |Data Ftransmission-via-communicationline

6:2.5-16.3.5.1 General

If measurement data are transmitted before they are used for legal purposes the
requirements of to khall lapply{;

/[ Cc ted [ME331]: Related to JP-06

Requirements regarding transmission also
apply to software identification, log files, results of diagnostics, data transfer during remote

/[ Ce ted [ME332]: Related to DE-02

Commented [ME333]: Related to JP-06

verification etc.}

6:2:5:26.3.5.2 Completeness of transmitted data

The transmitted measurement data shall include all data necessary for future legally
relevant use.

Where measurement data is produced as a result of algorithms of dynamic modules of
legally relevant software, the measurement data shall be marked or indicated as such. Such
markings or indications and associated data shall form part of the legally relevant

/[ C ted [ME334]: SG2 results

measurement data.\ PGs shall decide which measurement data (e.g. measurement result

/[ Cc ted [ME335]: SG1 results

relevant data necessary to construct the measurement result) shall be transmitted.

Example:

D/(I) A transmitted dataset for the measurement result includes the
following entries:
e measured value including unit;

e time stamp of measurement (see );
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e place of measurement or identification of the measuring instrument that was
used for the measurement;

e unambiguous identification of the measurement, e.g. consecutive numbers

enabling assignment to values printed on an invoiceL

e a mark showing that the result originates from a dynamic module of legally relevant

software if applicablc.‘. 1 C ted [ME337]: Related to AU-08, SG1. Added to ensure
that all aspects of the clause are addressed.

6:2536.3.5.3 Protection of transmitted data

The transmitted data shall be protected by software means to guarantee authenticity

integrity
. The software that displays or further processes the measurement data shall
check authenticity; and integrity of the data received from Commented [ME338]: Related to AU-39
transmission channel. If an irregularity is detected an_appropriate reaction shall bp
required, for example the data shall be discarded or marked unusable. ///[ C ted [ME339]: Related to NL-095

Software modules that prepare measurement data for sending, or that check measurement
data after receiving, are considered part of the legally relevant software.

Note: It is appropriate to require a raised risk level when considering an open
network.

Raised risk levels might require application of cryptographic methods. Means shall be

provided whereby khes%cryptographic keys used by these methods \can only be input dr /[ Cc ted [ME340]: Related to AU-42

read if a seal is broken.

Examples:

1) @ The legally relevant software heaftjpf the sending device calculates a CRCJZ ,,//[ Cc ted [ME341]: Related to NL-009, SG3

[11] of the dataset. It is appended to the dataset. It uses a secret initial value for this Commented [ME342]
calculation instead of the value given in the standard [11]. This initial value is employqd
as a key and stored as a constant in the program code. The legally relevant software of
the receiving device has also stored this initial value in its program code. Before using
the dataset, the program calculates the checksum and compares it with that stored in the
dataset. If both values match, the dataset is not falsified. Otherwise, the program assumes
falsification and discards the dataset.

: Related to AU-42

Commented [ME343]: Related to AU-42

2) n The legally relevant software [part%of the sending device generates aln /[f‘ ed [ME344]: Related to NL-009, SG3

electronic signature for the transmitted dataset. It is appended to the transmitted dataset.
The private and public keys used for signing are generated in a hardware security module
which protects the private key against manipulation or reading and exports the public
key. The legally relevant software of the receiving device verifies the signature with the
public key to check authenticity and integrity of the dataset. To prove the origin of the
dataset the receiving program needs to know whether the public key really belongs to
the transmitting program. Therefore, the public key is presented on the display of the
measuring instrument and can be registered once, e.g. together with the serial number
of the instrument when it is verified in the field.

62546.3.5.4 Transmission delay or interruption

The measurement shall not be inadmissibly influenced by a transmission delay or
interruption. If network services become unavailable or very slow, no measurement data
shall be lost. It may be necessary to stop the measurement process to avoid the loss of

measurement data. PGs Ps-heﬁld—shall ldecide upon appropriate requirements angl /[ Cc ted [ME345]: Related to NL-096
mechanisms intended to preserve measurement data (e.g. disabling further measurement )L,{ Ce ted [ME346]: Related to NL-096
where transmission interruptions are possible in the relevant application(s).
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Note 1:  Consideration should be given to distinguish between static and dynamic
measurements.

Note 2:  Depending on the area of application, and for cases where measurements are
easily repeatable, a loss of transmitted data may be acceptable.

Example:

(/M)  The sending instrumenﬂ% ilcomponent waits until the receiver has sent an

_«c ed [ME347]:

affirmation of correct receipt of the dataset. The sending instrument/ or component keeps

Related to NL-008

the dataset in a buffer until this affirmation has been received. The buffer has a capacity
for more than one dataset, organised as a FIFO (First-in-first-out) queue.

6:2:66.3.6  Compatibility of operating systems and hardware

626-16.3.6.1 General

If an operating system is part of the measuring instrument, requirements according to
to shall be met.

Each of the following operating system requirements shall be met by measures on
application level, operating system level or a combination of both. For example, the
protective interface may be implemented within the legally relevant application, the
operating system, the physical layer, etc.

6:2.6:26.3.6.2 Hardware interfaces

Hardware interfaces not equipped with a protective interface shall not be able to
inadmissibly influence the legally relevant softward—paa%

Examples:

1) legally relevant routinely checks all open
physical interfaces for incoming traffic. In the case of inadmissible input, it inhibits
measurements.

H2

233)  (I) All open interfaces are physically protected or disabled by the operating
system.

6:2:636.3.6.3 Boot process

,,7{ Cc ted [ME348]:

Related to NL-008

Commented [ME349]:
—

Related to NL-097

\f Commented [ME350]:

Related to NL-009, SG3

Commented [ME351]:

Related to NL-098

{ commented [MN352]:

Related to NL-009, SG3

Commented [ME353]:

Related to NL-098

Related to NL-009, SG3

Related to DE-02

6:2:6-3-16.3.6.3.1 If a secure boot process is needed to ensure protection of the legally relevant
software , the requirements of to /[ Cc ted [ME354]:
06:3-6:3 3.5 shall lapply. - ted [ME355]:

6:2:6:3:26.3.6.3.2 ensure integrity and authenticity of the legally
A« ted [ME356]:

relevant softwaqup&Hi
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Commented [ME358]: Related to AU-45, added to keep this
requirement as a possible exception in case a chain of trust is used
| to realize the previous requirement.

6:2:6:3:36.3.6.3 [If a chain-ef trusti : .
ensure 6.3.6.3.2, Fthe processmg of the chain of trust }e&n— ay be 1nterrupted as long ak
its integrity is preserved.

Commented [ME359]: Related to DE-02. Equivalent expressions
for “may” according to B6-2 would be “is
permitted/allowed/permissible” which seems more fitting than

6:2:6:3:46.3.6.3.4 The boot configuration shall be secured and protected. e i it e o e el
Examples:
1h) (00)]

sealed housing of the measuring _instrument together with protection of all open
interfaces ensures that the boot configuration can only be modified after a seal has been
broken] e ted [ME360]: Related to NL-099 )
2 1T A TPM (trusted platform module) verifies the signature of the boot loader.

the boot loader then verifies the operating system, which in turn verifies and starts the ) ;
legally relevant apn]ication.\ ‘ Cc ted [ME361]: Moved here because of NL-099 |

6:2:6:3.5——Booting via open interfaces shall be prohibited.

6:2:6:3:66.3.6.3.5

1) (I Thaly 41 A 1. tad 4 1
7 7 Lk J J I=) P
2 VAEAY A_TPAN (4 tad latfs Aaala) 2 £ 1l M 4 £ ilha 1 e | d
7 A AY P 7 B
tha | 4 1 | N 1 £ 4] 41 4 Thiol 14 ¢ 1 £ A ctarto ¢
. h i P ) >
legallyrelevantappheat | Cc ted [ME362]: Moved to the previous subclause.
Related to NL-099
6-2:6:46.3.6.4 _System resources
The combination of the legally relevant software ka&rﬂand the operating system shall ensurL /[ Cc ted [ME363]: Related to NL-009, SG3 ]

that there are enough resources for the operation of the legally relevant application.

Examples:
1) 1) The legally relevant application ensures that it has all the resources it requires.
7)) ‘(H) The ‘\mullc\l minimum  number of operating system parts is selecidd ‘¢ ted [ME364]: Numbering of examples amended
utilizedrequired to ensure the measurement process can be executed. | according to AU-46, US-11

\ Commented [ME365]: Related to US-12, AU-46 \

6:2.6:56.3.6.5 Protection during use

6:2:6:5-16.3.6.5.1 The operation of software that is not legally relevant shall not inadmissibly
influence the legally relevant application.

6:2:6:5:26.3.6.5.2 The combination of the legally relevant software heaiﬂand the operating system /[ Cc ted [ME366]: Related to NL-009, SG3 ]
shall ensure that the legally relevant indication is distinguishable from other information.

6:2:6:536.3.6.5.3 The access control ffeature of the operating system |shall be configured in such /[f- ted [ME367]: Related to AU-48 ]
way that the intended use cannot be inadmissibly influenced.

6:2:6:5:46.3.6.5.4 The administration tasks of the legally relevant software haa-yﬂshall be protected. /[ C ted [ME368]: Related to NL-009, SG3 ]
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Note: The term [‘_‘administration task’] addresses all reconfigurations and updates of /[ [¢

d [ME369]:

Related to US-13

the operating system.

Examples:

1) 18} All legally relevant files are write-protected and the access permissions are

routinely checked by the legally relevant soﬂware[—pafé. Modifications of the permissions //{ C ted [ME370]: Related to NL-009, SG3
are logged in an audit trail.
2) 1n The legally non-relevant software runs in a virtually separated environment.
6-2:6:66.3.6.6 Communication with the legally relevant softwareLpa-Fﬂ ///{ C ted [ME371]: Related to NL-009, SG3

Communication with the legally relevant software heaft%shall be made via protective 7/[1‘

d [ME372]:

Related to NL-009, SG3

interfaces.

Ht shall be demonstrated that the legally relevant software, parameters, and data of
components that are legally relevant cannot be inadmissibly influenced by commands

received via the protective interface, see also clause J /[ C ted [ME373]: Related to NL-100
Examples:
1) @ A legally relevant software module interprets all commands reaching the
legally relevant software [paftjand discards the inadmissible ones. //{ Cc ted [ME374]: Related to NL-009, SG3
2) n L’Ph%eemmaﬂiea&eﬂ—\%epemse&wafeAll open interfaces is-are physically
protected or disabled by means of the operating system. //{ C ted [ME375]: Related to NL-101

6-2:6-76.3.6.7 Identification and traceability

6:2:6:7-16.3.6.7.1 The configuration of the operating system shall be identifiable. The identifier
shall be displayed jon command or during operation and, if applicable, transmitted to the
verification software by the measuring instrument.: /[ Cc ted [ME376]: SG2 results
o on-commandor
o during operation] /{ Commented [ME377]: SG2 results

[The following examples 1) and 2) illustrate means of identifying the operating system

configuration, /[ Cc

d [ME378]:

Related to AU-08

Examples:

1) I)/A)  On a UNIX-type operating system, the configuration consists of legally
relevant:

e kernel modules

e list of installed packages

e libraries

® accounts and user privileges
® passwords

e configuration files

e file read/write/execute permissions

e laccess to interfaces { Ce

ted [ME379]: Related to NL-102
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All of the above is identified by means of a checksum.

2) (M/(I)  On a Windows operating system, the configuration consists of legally
relevant:

e kernel modules

e list of installed packages

e libraries

e accounts and user privileges
® passwords

e configuration files

e file read/write permissions

e registry keys

® laccess to interface§ //{ Cc ted [ME380]: Related to NL-102

Each of the above is identified by means of a checksum.

6:2:6:7:26.3.6.7.2 Legally relevant Gdonﬁguration settings of the operating system shall bg /[ Cc ted [ME381]: Related to US-14

protected, i.e. changes to the legally relevant \conﬁguration shall be traceable. | [ C ted [MN382]: Related to US-14

Note 1:  Replacing one legally relevant operating system part with a different one, i.e.
by a newer version, is considered a modification of the configuration.

Note 2:  This implies that legally relevant operating system parts can %eﬂer—al-l—ﬂonly bg /[ Cc ted [ME383]: Related to FR-08
changed by means of a verified update (see ) or by
means of a traced update (see ) if an audit trail is
used.
Example:

(/M)  All changes to the operating system configuration are logged in an audit trail.
Each entry of the audit trail contains a time stamp of the modification as well as the
identifier of the new configuration. The module in charge of maintaining the audit trail
and protecting it against modification serves as a trust anchor and is not updated itself,
see

6:2.6:86.3.6.8  Suitable environment

The manufacturer shall identify the hardware and software environment that is suitable.

Minimum resources and a suitable conﬁgurationl management] (e.g. processor, memory, /[ Cc ted [ME384]: SG1 results
specific communication, version of operating system, configuration management df
dynamic _modules of legally relevant softward etc.) necessary to guarantee corredt /[r‘ ted [ME385]: SG1 results

functioning of the legally relevant software shall be declared by the manufacturer and
stated in the certificate.

6:2.6:96.3.6.9 Constraints for operation

Technical means shall be provided in the legally relevant software to prevent operation, if
the minimum resources or a suitable configuration are not met. The system shall be
operated only in the environment specified by the manufacturer for its correct functioning.
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Fixing the hardware, operating system, or system configuration of a universal device or
even excluding the usage of an off-the-shelf universal device shall be considered in the
following cases:
e ifhigh conformity is required;
e if cryptographic algorithms or keys need to be implemented (see
and ).

Note: The manufacturer shall identify and declare the impact of dynamic modules
of legally relevant software (modules/parts/algorithms etc.) and it shall be

stated in the certificate (see )J /[ Cc ted [ME386]: SG1 results

6:2-76.3.7  Conformity of manufactured devices to the certified type

The manufacturer shall produce k}e%ees—measuring instruments. components and legally /[ Cc ted [ME387]: Related to NL-105
relevant software that conform to the certified type and the documentation submitted.
Note |: hn the case of dynamic modules of legally relevant software, this implies that
the documentation submitted describes a means to validate the conformity of
devices even in presence of dynamic parameter changes. Commented [ME388]: Related to NL-010
see E [ C ted [MN389]: Related to NL-013, NL-113, DE-19

\[ Commented [ME390]: SG1 results

Commented [ME391]: Related to AU-49

62:80.3.8 Maintenance and reconfiguration

628-46.3.8.1 General

Updating the legally relevant software Epafﬂof a measuring instrument /[ Cc ted [ME392]: Related to NL-009, SG3

should be considered as Commented [ME393]: Related to NL-010
e a modification of the measuring instrument, when exchanging the software with
another certified version, or

e arepair of the measuring instrument, when re-installing the same version.

A measuring instrument which has been modified or repaired while in service may require
initial or subsequent verification, dependent on national regulations.

Software which does not realise legally relevant functions of the measuring instrument
does not require verification after being updated.

6:2-8:26.3.8.2 _ Applicability of update requirements

Only versions of the legally relevant software &aaft—lthat conform to the certified type are 7/[f ted [ME394]: Related to NL-009, SG3

allowed for use (see ). They shall be stated in the certificate.
Applicability of the following requirements depends on the kind of instrument and is to be
worked out in the relevant Recommendation. The following options

and are alternatives. In the case
that device-specific parameters (especially calibration parameters) are concerned, only a
verified update should be done.

This issue concerns verification of a measuring instrument in the field. Refer to clause 8
for additional constraints.

6-2.8:36.3.8.3  Verified update
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Verified Update is the procedure of changing software in a verified device or component

/[“

ted [ME395]:

after which the subsequent verification k Y& rwpcm:blv person-tt-plice };o necessary-The
software to be updatedb&n—m ‘‘‘‘‘ oca e—directly onthemeas g instrumen
or remotely via a network. Loadmg and 1nstallat10n may be two dlfferent steps (as Shown
in Fig. 1) or combined into one, depending on the needs of the technical solution. A
h)rotection measure (i.e. physical or electronic seal thit{aeeds—temist
update to take effect) provides evidence of an intervention:
installation site of the measuring instrument to check that the updated software has been
installed successfully. After the update of the legally relevant software

instrument (exchange with another certified version or re-installation) the measuring
instrument should not be employed for legal purposes before a verification of the
measuring instrument as described in clause 8 has been performed and the securing means
have been renewed and the protection means have been renewed or reactivated (if not
otherwise stated in the relevant Recommendation or in the certificate).

62.846.3.8.4 Traced update

6.3.8.4.1

6:2:84-16.3

6:2:8:4:26.3

Traced update is the procedure of changing software in a verified instrument or component
after which a subsequent verification is not necessary. This means the traced update shall
not affect existing parameters. The software to be updated Peawmay be loaded locally,

/[ G

Related to AU-50 ]

/‘{ Commented [ME396]: Related to DE-02 ]

justification of the use of “must”.

///{ Commented [ME397]: Related to DE-02, see B6-2 Table B.1 for

that remote verification is also an option.

\\{ Commented [ME398]: Related to AU-50, modified to ensure }

\ﬂ Commented [ME399]: Related to NL-009, SG3

ted [ME400]:

i.e. directly on the measuring instrument, or remotely via a network. The software update
is recorded in an audit trail (see ). The procedure of a traced updat}:
comprises several steps: loading, integrity checking, checking of the origin
(authentication), installation, logging and activation. The software shall be implemented
in the instrument according to the requirements for Traced update
( to ), if it is ip
compliance with the relevant Recommendation.

[Note.' PGs may specify procedures to test and evaluate traced updates to provid
evidence that they do not affect the legally relevant parameters of th

1T

Related to DE-02 ]

measuring instrument, and otherwise comply with all relevant requirements
for traced updates.\

/[ C

ted [ME401]:

.3.8.4.2 Depending on the needs and on national legislation it may be necessary for

the user or owner of the measuring instrument to give their consent to a traced update. H&“
&Hihe measuring instrument shall have a feature for the user or owner to express their

Related to AU-51 ]

ted [ME402]:

consent [prior to an update e.g. by means of la push button—before—theupdatestarts. |t

Related to AU-52 ]

(e

ted [ME403]:

shall be possible to enable and disable the feature, e.g. by a switch that can be sealed or
by a secured and protected parameter. If the feature is enabled, each traced update needs
to be initiated by the user or owner. [If the user or owner denies consent. the upd%f
procedure should not start at all] If i the featurelis disabled, no activity by the user or owngr

Related to US-15 ]

¢

ted [ME404]:

is necessary to perform a traced update.

.8.4.3 LAfter initiation of the update procedure, a Ftraced update of software shall

6:2-8:436

.3.8.4.4 During a Traced update, any existing protection measures, e.g. audit trajl

run automaticall}j. If some of the securing or protection measures of the instrument ar

Related to NL-108 ]

Commented [ME405]:

clarify the sentence.

Related to NL-108, NL-111. Modified to }

ted [ME406]:

turned off to enable updating, they shall be turned on again immediately after update,
independent of the result of the update process.

Note: Triggering of the traced update process may require intervention/manual
actions by the user of the measuring instrument, see

A

Related to AU-53 ]

ted [ME407]:

information and event counter values. shall be retained.

Related to JP-07 ]

ted [ME408]:
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Example:
@ At start-up of the measuring instrument, a checksum over the legally relevant
software partis calculated and compared with a nominal value. The instrument only //{ Cc ted [ME409]: Related to NL-009, SG3
starts if the values match. Otherwise an event counter is increased by 1. During an
update, the nominal value is modified to match the new software-{pa-x%. The event counter /{ C ted [ME410]: Related to NL-009, SG3

value is retained and treated by the new software in the same manner as before.

6:2-8:4:46.3.8.4.5 Technical means shall be employed to guarantee the authenticity of the
loaded software, i.e. that it originates from the owner of the certificate.

Example:

0 The authenticity check is accomplished by cryptographic means such as a
public key system. The owner of the certificate (in general the manufacturer of the
measurmg instrument) generates an electronic signature of the revised software or

moduld] using the private key in the manufactory. The public key is stored /{ C ted [ME411]: Related to NL-009, SG3
in a legally relevant software part-module lof the measuring instrument receiving the { = ted [ME412]: Related to NL-009, 5G3
signed revised software. The signature is checked using the public key when loading the = d

revised software into the measuring instrument. If the signature of the loaded software
is OK, it is installed and activated; if it fails the check, the loaded revised software is
discarded, and the instrument continues to operate with the current version of the
software or switches to an inoperable mode.

6:2-8:4-56.3.8.4.6 Technical means shall be employed to ensure the integrity of the loaded
software, i.e. that it has not been inadmissibly changed before loading. This can be
accomplished by adding a checksum or hash code of the loaded software and verifying it
during the loading procedure.

6:2-8:4:66.3.8.4.7 If the loaded software fails the integrity test
( ) or the authenticity test
( ), the instrument shall discard the new version and use

the previous version of the software or switch to an inoperable mode. In this mode, the
measuring functions shall be inhibited. It shall only be possible to resume the download
procedure, or to show an error.

6:2-84:76.3.8.4.8 An audit trail shall be employed to ensure that traced updates of the legally

relevant software Fpaﬁ%are adequately traceable within the instrument for subsequent /[r ted [ME413]: Related to NL-009, SG3

verification and surveillance or inspection.

The audit trail shall contain at minimum the following information:
e success/failure of the update procedure;
e  software identification of the installed version;
e software identification of the previous installed version;

e time stamp of the event;

o identification of the jupdewnloading party, i.e. the source of the update. fif ///[ Commented [ME414]: Related to AU-54

available.
An entry is generated for each update attempt regardless of the success.

The storage device that supports the traced update shall have a sufficient capacity to ensure

the traceability of traced updates of the legally relevant software heaft—lbetween at least two /[ Cc ted [ME415]: Related to NL-009, SG3
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successive verifications of a measuring instrument in the field/inspections. After having
reached the limit of the storage for the audit trail, it shall be ensured by technical means
that further downloads are impossible without breaking a seal. See also

Note: This requirement enables inspection authorities, which are responsible for the

metrological surveillance of legally controlled instruments, to back-trace
traced updates of the legally relevant software ba-Fthver an adequate periofl /[ Cc ted [ME416]: Related to NL-009, SG3

of time (depending on national legislation).

6.2.8.4.86.3.8.4.9 If the audit trail has no more capacity ( R Commented [ME417]: Added to highlight the link to the
1eq 28403 | previous requirement on audit trail capacity.
the update procedure should not start at all. | \\\[ Commented [ME418]: Related to NL-108, NL-111

Commented [ME419]: Related to NL-112
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Traced Update
(6.2.8.4)

NO

NO

A 4

l

Normal operating
mode

Request for
update?

Loading of updated
files (Note 1)

Is integrity
valid?

Discard loaded files,
keep old version active
or become inoperable

Installation and
activation of updated
files (Note 1)

—

Record information
about update to audit
trail

Verified Update
(6.2.8.3)

NO
(Note 3)

l

Normal operating
mode

Request for
update?

Loading of updated
files (Note 2)

'

Installation and
activation of updated
files (Note 2)

l

(Subsequent)
verification by a
person at place

|

YES

Apply verification
mark

Figure 1 — Software update procedure
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6.3.8.4.10

6.3.9

Note 1:  In the case of a traced update, updating is separated into two steps:
“loading” and “installing/activating”. This implies that the software is
temporarily stored after loading without being activated because it shall be
possible to discard the loaded software and revert to the old version, if the
checks fail.

Note 2:  In the case of a verified update, the software may also be loaded and
temporarily stored before installation, but depending on the technical
solution loading and installation may also be accomplished in one step.

Note 3:  Here, only failure of the verification of a measuring instrument due to the
software update is considered. Failure due to other reasons does not require
re-loading and re-installing of the software, symbolised by the NO-branch.

When the software is updated, the audit trail should not be erased or overwritten.

[Remote Verification Capability

6.3.9.1

6.3.9.1.1

General

In case the instrument facilitates remote verification, the following requirements slmﬂ

apply.

Note: There shall be a description of the remote verification procedure fq
accessing/reading of remote verification data and for executing remot|
verification procedures, and that shall be made available to the relevan
authorities depending on national legislation, see clause 7.1.2.

A

The modules involved in the remote verification procedure are part of the legally relevanit

6.3.9.1.2

software and shall fulfil the relevant requirements.

It shall always be possible to establish and ensure the integrity of the instrument to be

6.3.9.1.3

verified.

Note: This requirement specifically also applies to the legally relevant softwarg
which sends data, including the audit trail.

It shall be possible to establish the authenticity of the instrument, i.e. the instrument shall

be uniquely identified and other means shall be provided to ensure authenticity.

Note: This requirement specifically also applies to the legally relevant softwarg
which sends data, including the audit trail.
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Example:

D An instrument uses an asymmetric key pair to establish its authenticity prior to
remote verification: The requesting (verification) party sends a random number to
the instrument, which is then digitally signed by means of a private key. The signed
response is then checked with the known public key of the instrument. Only if the
signature matches the public key, is communication established.

6.3.9.14 The instrument shall store logging data, audit trails, and make these available for remote
verification purposes.

6.3.9.1.5 The instrument shall use time stamps according to 6.2.7, provide evidence of an
intervention (6.2.3), audit trails (6.2.3.66-2.8.4.6) and shall have a facility for detection of

significant defects (6.2.6.16-4-4-1) for the purpose of remote verification.

6.3.9.1.6  An ongoing measurement shall not be influenced by remote verification.

6.3.9.1.7 The use of the verification procedure shall not influence the compliance with other
requirements.

Access to the verification procedures, specific test items or commands shall be available
but can be restricted if these influence compliance with other requirements, such as:

e Requirements on batty life,

® On resources or

e delays in the measurement process.

6.3.9.1.8  The software integrity of the instrument shall not be influenced by the remote verification
procedure.

6.3.9.1.9  There shall be a legally relevant interface for data extraction for remote verification
purposes.

6.3.9.1.10 Interfaces for remote verification shall be protected, see clause 6.3.2.1.2.

6.3.9.1.11  Access rights to the instrument for remote verification data shall be described in the
documentation and made available to the relevant authorities depending on national
legislation, see clause 7.1.2.

6.3.9.1.12  Provisions shall be made to securely store the result of the remote verification in the
measuring instrument. This data shall be protected and secured. Securing needs to ensure
that only the remote verification software has write permissions.

At minimum, a unique ID (at least identifying the verification authority) and the date of

the verification shall be stored.

Note 1:  Depending on the instrument type or the application, additional data may be
required which is to be specified in the relevant Recommendation.

Note 2:  The recognition of a verification mark and the data it contains are subject to
national requirements. If not in compliance with national regulations, the
manufacturer shall disable the remote verification functionality.
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Stored results of the verification in the instrument shall comply with clause 6.3.4.

6.3.9.2 Specific remote verification procedures

For specific remote verification procedures (see 8.3) the instrument shall fulfil the
following requirements 6.3.9.3 to 6.3.9.4.
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6.3.9.3 Direct extraction of test items
When checking software integrity, the integrity measure (checksum, hash) shall be
calculated immediately before transmitting the integrity measure to the remote
verification software.

6.3.9.3.1

6.3.9.3.2  Test items shall be uniquely identified. The obtained test items shall be unambiguously
linked to the measuring instrument to be verified.

6.3.9.3.3  Relevant test items identified by the PG (see 8.3.2) shall be available depending on the
specific requirement to be tested and the instrument type (e.g. approved type number,
serial number, legally relevant settings and parameters, verification information and
status, software version identification, software integrity, audit logs/trails, change logs,
event logs etc.).
Note: See clause 8.3.4 for examples of test items for a specific remote verification

procedure.
6.3.94 Live integrity verification
6.3.9.4.1 A means shall be implemented to verify connection requirements. /[ Cc

ted [ME424]: SG2 results
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7

7.1

7.1.2

Type evaluation

Software documentation to be supplied for type evaluation

General

For type evaluation the manufacturer of the measuring instrument shall declare and
document all functions, relevant data structures and software interfaces of the legally
relevant software heafﬁthat are implemented in the instrument. All commands and theﬂr
effects shall be described completely in the software documentation to be submitted for
type evaluation.

-

ted [ME425]:

Furthermore, the application for type evaluation shall be accompanied by a document or
other evidence that supports the assumption that the design and characteristics of the
software of the measuring instrument comply with the requirements of the relevant
Recommendation, in which the general requirements of this Document have been

incorporated.

[Na te.

In cases of dynamic modules of legally relevant software (e.g. evolving M1}

models). the manufacturer shall describe clear ways of verification an
evaluation of said dynamic modules. With respect to metrologicy
performance testing more generally, PGs may need to consider the impact o
dynamic modules of legally relevant software on traditional methods an
assumptions regarding the interpolation or extrapolation of measuremen
performance across the operational range of the measuring instrument unde

e Tem T T e T

Related to NL-009, SG3

evaluation and test.\

ted [ME426]:

Contents of the documentation

The documentation (for each measuring instrumenﬂ(l or component) shall at least includel

A«

SG1 results

A

ted [ME427]:

description of the legally relevant software and how the requirements are met:

— list of legally relevant software modules—that—belons—to—the—tegally

b

Related to NL-008

/[‘”

ted [ME428]:

Related to NL-009, SG3

— description of the software interfaces of the legally relevant software M% L/{ Commented [ME429]:

and of the commands and data flows via this interface;

— depending on the evaluation method chosen in the relevant
Recommendation (see 7.3 and 7.4) the source code shall be made available
to the type evaluation authority if raised risk level is required by the
relevant Recommendation;

— list of parameters to be protected and description of protection means;

description of suitable system configuration and minimal required resources (see
63:66-2:6);

description of the security means of the operating system (password, etc. if

applicable);

description of the protective means;

overview of the system hardware, e.g. topology block diagram, type of

computer(s), type of network, etc. Where a hardware component is deemed legally

relevant or where it performs legally relevant functions, this should also be
identified;

description of the accuracy of the algorithms (e.g. filtering of A/D conversion
results, price calculation, rounding algorithms, etc.);

description of the user interface, menus and dialogues;
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7.2

7.2.1

e software identification and instructions for obtaining it from an instrument in use;

e list of commands of each hardware interface of the measuring instrumenﬁ{l g]/{Commented [ME430]: Related to NL-008

component;

e if an internal clock is synchronized with legal time, the method of synchronization

and traceability to legal timc:‘

Cc ted [ME431]: Related to NL-013, NL-113, DE-19

understanding, a description of the detecting algorithms;

o list of durability errors that are detected by the software and, if necessary for

. hlle required metadata for legally relevant measurement data]

{ Commented [MN432]: Related to NL-013, NL-113, DE-19

e description of datasets stored or transmitted,;

e if detection of significant defects is realised in the software, a list of significant
defects that are detected and a description of the detecting algorithm;

e if fault detection is realised in the software, a list of faults that are detected and a
description of the detecting algorithm;

e ifan audit trail is realised in the software, a description of how to access the audit
trail;

o fif remote verification is supported

o adescription of the remote verification procedure for accessing/reading of
remote verification data and for executing remote verification procedures
with an explanation how a certain test item can be used to evaluate if a
certain requirement is fulfilled;

o description of the access rights to the instrument for remote verification
and a description how test items can be obtained (and made available to

relevant authorities depending on national legislation)] C ted [ME433]: SG2 results
o |if dynamic modules of legally relevant software are present
o _a description of the prioritization of using all legally relevant parts
including dynamic modules of legally relevant software; 1 { Cc ted [MN434]: Related to NL-013, NL-113, DE-19
o__ja description of the means to validate the conformity of devices in use JmplicationlofSGIiesults

even in presence of dyamic parameter chamzeS'\ { Cc ted [MN435]: Related to NL-013, NL-113, DE-19
7 T 7 . . Implication of SG1 results
o Hetalled descsription of the dynamic module’s algorithm design as well as B
a description of the training process and the used training datasets‘ — Cc ted [MN436]: Related to NL-013, NL-113, DE-19
Implication of SG1 results

e the operating manual.
Requirements for the evaluation procedure

General

In the framework of type evaluation, test procedures are based on well-defined test setups
and test conditions and can rely on metrologically traceable comparative measurements.
The accuracy or correctness of software in general cannot be measured in a metrological
sense, though there are standards that prescribe how to “measure” software quality [e.g.
ISO/IEC 25040:2011 series [5]]. The procedures described here take into consideration
both the legal metrology needs and also well-known evaluation and verification methods
in software engineering, but which do not have the same goals (e.g. a software developer
who searches for errors but who also optimises performance). As shown in 7.4, each
software requirement needs individual adaptation of suitable evaluation procedures. The
effort for the procedure should reflect the risk level.

The aim is to verify the fact that the instrument to be certified complies with the
requirements of the relevant Recommendation. For software-controlled instruments the
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722

evaluation procedure comprises examinations, analysis, and tests and the relevant
Recommendation shall include an appropriate selection of methods described below.

The methods described below focus on the type evaluation. Verifications of every single
instrument in use in the field are not covered by those evaluation methods. Refer to
clause 8 Verification of a measuring instrument for more information.

The methods specified for software evaluation are described in 7.3. Combinations of these
methods forming a complete software evaluation procedure adapted to all requirements
defined in clause 6 are specified in 7.4.

The manufacturer shall attest that no hidden or undocumented properties exist. (e.g.
parameters, commands, functions, backdoors.)

This Document does not ask manufacturers for extra declarations that documentation is
correct and complete. However, any country may require this declaration, as a part of the
specified software examination process.

Information to be included in the certificate
The following information shall be included in the certificate:
e software identification of all certified versions;
e method to display the current software identification on the certified instrument in
use;
e securing means as well as means to provide evidence of an intervention and the
method to check them (e.g. hardware seals, event counters, audit trails.);

o software modules under legal control, including whether or not the instrument

equipped with a remote verification proceduré;

e ifapplicable:
— means of integrity protection checking;
— software operating enVironmenﬂ,

—  test items with their unique identification used for the remote verificatio|

i o
% /[ Cc ted [ME437]: SG2 results

procedurd

/[ C

ted [ME438]: SG2 results
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7.3 Verification and evaluation methods
7.3.1 Overview of methods and their application
The selection and sequence of the following methods are not prescribed and may vary in
a software evaluation procedure from case to case.
This is a rough overview. For more details, see 7.3.2.
Table 1 — Overview of the proposed selected verification and evaluation methods
Abbreviation Description Application Preconditions, Special skills
tools for for performing
application
AD Analysis of the Always Documentation -
documentation and
evaluation of the
design (7.3.2.1)
VFTM Verification by Correctness of the Documentation, | -
functional testing of | algorithms, uncertainty, specimen
metrological compensating and
functions (7.3.2.2) correcting algorithms, rules
for price calculation
VFTSw Verification by Correct functioning of Documentation, | -
functional testing of | communication, indication, | specimen
software functions evidence of intervention,
(7.3.2.3) protection against operating
errors, protection of
parameters, detection of
significant defects
DFA Metrological data Software separation, Source code, Knowledge of
flow analysis evaluation of the impact of | tools for programming
(7.3.2.4) commands on the analysing source | languages
instrument’s functions code
CIWT Code inspection and | All purposes Source code, Knowledge of
walkthrough tools for programming
(7.3.2.5) analysing source | languages
code
SMT Software module All purposes when input and | Source code, Knowledge of
testing (7.3.2.6) output can clearly be testing programming
defined environment languages
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h‘able 2| - Recommendations for combinations of evaluation and verification methods
for the various software requirements (acronyms defined in Table 1)

C d [ME439]: Table has been updated to reflect
modified contents of the document. To harmonize all parts of the
table, clauses have been replaced with their respective clause title

| wherever available.
Examination level A | Examination level B
Requirement (normal (extended examination Comment
examination level) level)
General requirements
6.2.162-16- . . . Select “B” if| high
. + + + L. .
2161 Software identification AD + VFTSw AD + VFTSw + CIWT conformity 1’1 r
6.2.26:226- | Correctness of algorithms and AD + VFTM +
+
2.26.1.2 functions AD + VFTM CIWT/SMT |
Software protection
6.2.3+ 141 | Prevention—ofmisuseEvidence
et and prevention of intervention AD + VFTSw AD + VFTSw
6236132 DEA/CIWT/SMT L .
3.2 ¢ AP+ VETSw : - . .
. L AD + VFTSw + Select “B” irf case of high
5 o e 7 ; AD + VFTSw +
6.2.4 Prevention of misuse AD + VFTSw DFA/CIWT/SMT risk of fraud
6.2.5 Demands on the user AD + VFTSw AD + VFTSw

Support of hardware features

AD + VFTSw + CIWT + | Select “B” iflhigh

Detection of significant defects | AD + VFTSw SMT reliability is fequired

6.2.6.262.6

AD + VFTSw + CIWT + | Select “B” iflhigh

262 ili i + PR .
26.2.6.26-1 | Durability protection AD + VFTSw SMT reliability is fequired
formati for e e . ) + VETS e Select “B” iflhig
6263 Inl<}>1ﬂm ”A]““ for remote AD + VFTSw \D VFTSw + CIWT SLlAkLlA »B All hi I‘1
— verification — SMT reliability is fequired
27607
T'é" ——— | Time stamps AD + VFTSw AD + VFTSw + SMT ‘

Specification and separation of legally relevant components and modules and requirements for intcrfaccsbpeei«ﬁeat—i(—)ﬂ

Separation of components AD AD + DFA/CIWT ‘
Speeification-and sSeparation
of software partsmodules AD AD + DFA/CIWT

6.3.36:336 Shared indications AD + VFTM/ AD + VFTM/ VFTSw +

33623 VFTSw DFA/CIWT
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Examination level A

Examination level B

Requirement (normal (extended examination Comment
examination level) level)

Select “B” if storage of
6.3.46:3.46. AD + VFTSw + measurement data in
34624 Storage of data AD + VFTSw CIWT/SMT unsecure storages is

foreseen

Completeness of stored
e e . AD + VFTSw + Select “B” in case of high
trformatt AD + VFTSw CIWT/SMT risk of fraud
6.3.43634
AD + VFTSw AD + VFTSw + SMT
4634462 | Automatic storing AD + VFTSw AD + VFTSw + SMT
- R Transmission via Select “B” if transmission
6.3.56:3:56- S AD + VFTSw + .
- - ecommunieationtinesData
35605 e Data AD + VFTSw CIWT/SMT of measuremc_ent data in
transmission open system is foreseen
AD + VFTSw + Select “B” in case of high
AD+VFTSw CIWT/SMT risk of fraud
use-Completeness of
transmitted data
AD + VFTSw AD + VFTSw + SMT/
measurement-Protection of
transmitted data
09046202 Transmission delay or rSi:iff)tff‘?a (lin g o
4635462 | . X Y AD + VFTSw AD + VFTSw + SMT Jraud, c.g.
54 interruption transmission in open
o systems
6.3.06:3.66. | Compatibility of operating
+ +
36626 systems and hardware AD + VFTSw AD + VFTSw + SMT
6.3.6.263- Hardware 1r}terfacesm§
63-6 sith-aprotective
20.3.0.20.2 | T TP T AD + VFTSw AD + VFTSw + SMT
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Requirement

Examination level A
(normal
examination level)

Examination level B
(extended examination
level)

Comment

the legally-relevant sofiware
part:

6.3.6.363-6

Ha-seeure-bBoot process-is-

AD + VFTSw

AD + VFTSw + SMT

6.3.6.463-6
o616

clevant-apphieation-System
resources

AD + VFTSw

AD + VFTSw + SMT

Protection during use

AD + VFTSw

AD + VFTM/ VFTSw +
DFA

6.3.6.663-6
6636662
66

Communication with the
legally relevant software-part-

AD + VFTSw

AD + VFTM/ VFTSw +
DFA

6.3.6.763-6
636762
67

Identification and traceability

AD + VFTSw

AD + VFTSw + SMT

6.3.6.863-6
H636862
6.8

by-the-manufacturer-Suitable

environment

AD + VFTSw

AD + VFTSw + SMT

6.3.6.963-6
9636962
69

: ¢ ..‘..}‘.h.. e ‘q‘ f

met:Constraints for operation

AD + VFTSw

AD + VFTSw + SMT

Maintenance and re-configuration

6.3.8.363-8
&3

Verified update

AD

AD

6.3.8.46:3-8

Traced update

AD + VFTSw

AD + VFTSw +
CIWT/SMT

Select “B” inf
risk of fraud

case of high
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Examination level A

Examination level B

Requirement (normal (extended examination Comment
examination level) level)
Direct extraction of test items | AD + VFTSw W
l Live integrity verification AD + VFTSw W q

ted [ME440]: SG2 results
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73.2

7.3.2.1

Description of selected verification and evaluation methods

Analysis of Documentation and Specification and Evaluation of the Design (AD)

Application:

Basic procedure for software evaluation.

Preconditions:

2)

3)

4

The procedure is based on the manufacturer’s documentation of the measuring
instrument. This documentation shall have a scope which is adequate for the
application:

Specification of the externally accessible functions of the instrument in a
general form (suitable for simple instruments with no interfaces except a display,
all features verifiable by functional testing, low risk of fraud).

Specification of the software functions and interfaces (necessary for instruments
with interfaces and for instrument functions that cannot be functionally tested
and in case of increased risk of fraud). The description shall make evident and
explain all software functions that may have an impact on the legally relevant
features.

Vote: In cases of dynamic modules of legally relevant softwarg
documentation of the software functions shall include a detaile
description of the dynamic module’s algorithm design (e.g. th
topology of the neural network and a description of its learnin
facility) as well as a description of the training process (e.d.
training, validating, and testing) and the used training datasetd,
enabling assessment of the algorithm’s compliance with th

SR LCaNI=")

T

relevant Recommendation.\

/[ C

ted [ME441]: SG1 results

Concerning interfaces, the documentation shall include a complete list of
commands or signals that the software is able to interpret. The effect of each
command shall be documented in detail. The way shall be described in which the
instrument reacts on commands that are not described in the documentation.

Additional documentation of the software for complex measuring algorithms,
cryptographic functions, or crucial timing constraints shall be provided, if
necessary for understanding and evaluating the software functions.

A general precondition for examination is the completeness of the
documentation and the clear identification of the EUT, i.e. of the software
packages that contribute to the legally releveant functions (see 7.1.2).

Description:

Result:

The examiner evaluates the functions and features of the measuring instrument
using the documentation and decides whether they comply with the requirements
of the relevant Recommendation. Metrological requirements as well as
software-functional requirements defined in clause 6 (e.g. evidence of
intervention, protection of adjustment parameters, disallowed functions,
communication with other devices, update of software, detection of significant
defects, etc.) shall be considered and evaluated. This task may be supported by
the Software Evaluation Report Format (see Annex B).

The procedure gives a result for all characteristics of the measuring instrument,
provided that the appropriate documentation has been submitted by the
manufacturer. The result should be documented in a clause related to software
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73.2.2

in a Software Evaluation Report (see Annex B) included in the Evaluation
Report Format of the relevant Recommendation.

Complementary procedures:

Additional procedures should be applied, if examining the documentation cannot
provide substantiated evaluation results. In most cases “Verifying the
metrological functions by functional testing” (see 7.3.2.2) is a complementary
procedure.

Reference:

IEC 61508-5:2010 [7].

Verification by Functional Testing of the Metrological Functions (VFTM)

Application:

For verifying correctness of algorithms for calculating the measurement result
from measurement data, for linearisation of a characteristic, compensation of
environmental influences, rounding in price calculation, etc.

Preconditions:

Operating manual, functioning specimen, metrological references, test
equipment, test cases, instructions for test equipment.

When it is not clear how to verify a function of a software [partmodulé, the onus

to develop a test method should be placed on the manufacturer. In addition, the
services of the programmer should be made available to the examiner for the
purposes of answering questions.

Description:

Result:

Most of the evaluation and verification methods described in Recommendations
are based on reference measurements under various conditions. Their application
is not restricted to a certain technology of the instrument. Although it does not
aim primarily at verifying the software, the test result can be interpreted as a
verification of some software k)aftﬁmoduleﬂ in general even the metrologically

most important. If the tests described in the relevant Recommendation cover all
the metrologically relevant features of the instrument, the corresponding
software parts—can be regarded as being verified. In general, no additional
software analysis or test needs to be applied to verify the metrological features
of the measuring instrument.

Vote: In cases of dynamic modules of legally relevant software
functional tests can only be performed on a snapshot of the dynamic

legally relevant software modules.

/[ C ted [ME442]: Related to NL-009, SG3
/[ Cc ted [ME443]: Related to NL-009, SG3
/[ Cc ted [ME444]: SG1 results

Algorithms are correct or not correct. Measurement results under all conditions
are within the maximum permissible error (MPE) or not.

Complementary procedures:

The method is normally an enhancement of 7.3.2.1. In certain cases, it may
be easier or more effective to combine the method with examinations based on
the source code (7.3.2.5) or by simulating input signals (7.3.2.6) e.g. for dynamic
measurements.
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References:

Various specific Recommendations.

7.3.23 Verification by Functional Testing of the Software Functions (VFTSw)

Application:

For evaluation of e.g. protection of parameters, indication of a software
identification, software supported detection of significant defects, configuration
of the system (especially of the software environment), etc.

Preconditions:

Operating manual, software documentation, functioning specimen, test
equipment, test cases, instructions for test equipment.

When it is not clear how to verify a function of a software haaﬁmodulé, the onuL

ted [ME446]: Related to NL-009, SG3

to develop a test method should be placed on the manufacturer. In addition, the
services of the programmer should be made available to the examiner for the
purposes of answering questions.

Description:

Result:

Required features described in the operating manual, instrument documentation
or software documentation are checked practically. If they are software-
controlled, they are to be regarded as verified if they function correctly without
any further software analysis. Features addressed here are e.g.:

e normal operation of the instrument, if its operation is software-
controlled. All switches or keys and described combinations should be
employed and the reaction of the instrument evaluated. In graphical user
interfaces, all menus and other graphical elements should be activated
and checked;

e ecffectiveness of parameter protection may be checked by activating the
protection means and trying to change a parameter;

e effectiveness of the protection of stored data may be checked by
changing some data in the file and then checking whether this is detected
by the software;

e indication of the software identification may be verified by practical
checking;

e if detection of significant defects is software supported, the relevant

ted [ME447]: Related to NL-009, SG3

software kaart&modules 1Inay be verified by provoking, implementiné
or simulating a fault and checking the correct reaction of the
instrument;

e protection means that there is evidence of an intervention if changes are
made to software, parameters, audit trails, etc. This can be tested by
making changes and checking if this leads to evidence of an intervention.

Software-controlled feature under consideration is acceptable or not acceptable.

Complementary procedures:

Some features or functions of a software-controlled instrument cannot be
practically verified as described. If the instrument has interfaces, it is in
general not possible to detect unauthorised commands only by trying commands
at random. Besides that, a sender is needed to generate these commands. For
the normal examination level method in 7.3.2.1 may cover this requirement.
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7.3.2.5

For the extended examination level, a software analysis such as 7.3.2.4 or 7.3.2.5
is necessary.

References:

WELMEC Guide 2.3, Section 3 [8]; WELMEC Guide 7.2, Sections 4.2 and
5.2[9].

Metrological Dataflow Analysis (DFA)
Application:

For analysis of the software design concerning the control of the data flow of
measurement information through the data domains that are subject to legal
control, including the examination of the software separation.

Preconditions:

Software documentation, source code, editor, text search program or special
tools. Knowledge of programming languages.

Description:

It is the aim of this method to find all heaf&&ef—th%software modules fthat are

ted [ME448]: Related to NL-009, SG3

involved in the calculation of the measurement result or that may have an impact
on it. Starting from the hardware port where raw data from the sensor are
available, the subroutine that reads them is searched. This subroutine will store
them in a variable after possibly having done some processing. From this
variable the intermediate value is read by another subroutine and so forth
until the completed measurement result is output to the display. All variables
that are used as storage for intermediate measurement data and all subroutines
processing and transporting these data can be found in the source code simply
by using a text editor and a text search program to find all other occurrences of
the variable or the subroutine name.

Other data flows can be found by this method, e.g. from software interfaces
to the interpreter of received commands. Furthermore, circumvention of a
software interface (see ) can be detected.

Result:

It can be verified whether software separation according to
is acceptable or not acceptable.

It can be verified whether the documented list of commands for each interface
is complete or not.

Complementary procedures:

This method is recommended if software separation is realised and if high
conformity or strong protection against manipulation is required. It is an
enhancement to 7.3.2.1-7.3.2.3 and to 7.3.2.5.

Reference:
IEC 61131-3.

Code Inspection and Walk Through (CIWT)
Application:

Any feature of the software may be verified with this method if extended
examination intensity is necessary.
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7.3.2.6

Preconditions:

Source code, text editor, tools. Knowledge of programming languages.

Description:

Result:

The examiner walks through the source code assignment by assignment,
evaluating the respective part of the code to determine whether the requirements
are fulfilled and whether the functions and features are in compliance with the
documentation.

The examiner may also concentrate on algorithms or functions that he has
identified as complex, error-prone, insufficiently documented, etc. and inspect
the respective part of the source code by analysing and checking.

Prior to these examination steﬁJs the examiner will have identified the legall‘t

relevant software hear—tmodules, e.g. by applying the metrological data flo /[ Cc ted [ME449]: Related to NL-009, SG3
analysis (see 7.3.2.4). In general code inspection or walk through is limited to
this part.
IVote: Any static analysis can only examine a snapshot of the dynamip
modules of legally relevant Softwarel /[ Cc ted [ME450]: SG1 results

Implementation compatible with the software documentation and in compliance
with the requirements or not.

Complementary procedures:

This is an enhanced method, additional to 7.3.2.1 and 7.3.2.4. Normally it is
only applied in spot checks.

Reference:

[EC 61508-5:2010 [7].

Software Module Testing (SMT)
Application:

This method is only used in exceptional cases. It is applied when functions of a
software module cannot be examined exclusively on the basis of written
information. It is appropriate and effective in the verification of dynamic
measurement algorithms.

Preconditions:

Source code, development tools, functioning environment of the software
module under test, input dataset and corresponding nominal output dataset or
tools for automation. Skills in information technology, knowledge of
programming languages. Co-operation with the programmer of the module under
test is advisable.

Description:

Result:

The software module under test is integrated in a test environment, i.e. a specific
test program that calls the module under test and provides it with all necessary
input data. The test program receives actual output data from the module under
test and compares them with the nominal values.

Module under test is correct or not.
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7.4

7.5

Complementary procedures:
This is an enhanced method, additional to 7.3.2.2 or 7.3.2.5.
Reference:

IEC 61508-5:2010 [7].

Software evaluation procedure

The software evaluation procedure consists of a combination of evaluation and verification
methods. The relevant Recommendation may specify details concerning the software
evaluation procedure, including

a) which of the evaluation and verification methods described in 7.3 shall be carried
out for the requirement under consideration,

b)  how the evaluation of test results shall be performed,

c)  which results should be included in the software test report, which results should be
included in the evaluation report and which results should be integrated in the
certificate (see Annex B).

In Table 2 two alternative examination levels Normal (A) and Extended (B) for the software
evaluation procedures are defined. DFA, CIWT and SMT methods are only suggested for
level B. Level B implies an extended examination compared to A. The selection of level B
shall be justified by the PGs together with evidence of mitigated risk. A selection between
A and B examination levels may be made in the relevant Recommendation — different or
equal for each requirement — in accordance with the expected

e  risk of fraud,
e area of application,
e required conformity to certified type, and

e risk of wrong measurement result due to operating errors.

See clause 4 for preliminary guidance on risk assessment.

Equipment Under Test (EUT)

Normally, tests are carried out on the complete measuring instrument (functional testing).
If the size or configuration of the measuring instrument does not lend itself to testing as a
whole unit or if only a separate component or software module of the measuring
instrument is concerned, the relevant Recommendation may indicate that the tests, or
certain tests, shall be carried out on the components or software modules separately,
provided that, in the case of tests with the components or software modules in operation,
these are included in a simulated setup, sufficiently representative of its normal
operation. The applicant is responsible for the provision of all the required equipment and
specimens.
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8.1

8.2

8.2.1

8.2.2

Verification of a measuring instrument

General

If metrological control of measuring instruments is prescribed in a country, there shall be
means to check during operation the identity of the software, the validit
of adjustments and the conformity to the certified type.

The relevant Recommendation may require carrying out the verification of the software
in one or more stages according to the nature of the considered measuring instrument.

The verification of the software shall include

e an examination of the conformity of the software to verify that it is the certified
version (e.g. check of the software identification, check of securing means an
protection means)),

Commented [ME451]: Related to NL-010

Commented [ME452]: Related to AU-56

(e

ted [ME453]: Related to NL-115

e anexamination of the configuration to verify that it is compatible with the declared
minimal configuration, if given in the certificate,

e an examination of the inputs/outputs of the measuring instrument to verify that
they are free of , and

e an examination of the device-specific parameters (especially the adjustment
parameters) to verify that they are correctly set and a check of the securing anfi

Commented [ME454]: Related to AU-57

protection means to check the integrity of the parameteri

 {a

ted [ME455]: Related to NL-115

PGs shall consider the following subclause when writing instrument-specific verification
procedures. The methods given in 8.2 are proposed as the standard procedure.

Note: National authorities may seek to develop a set of distinct (proprietary) dat
set types for use in testing and validation once devices are deployed in thg
field. This could be particularly applicable to dynamic modules of legall

1)

relevant software.|

 {a

ted [ME456]: SG1 results

Verification methods, test items

The following methods comprise the verification steps which are needed to check the
requirements of 6.1 and . The aspects in 8.2.1 to 8.2.4 shall be examined b
the instructions listed in the corresponding subclause below.

Documents

The initial step of any software verification shall consists‘ of checking the EUT er

ted [ME457]: Related to DE-02

compliance with the certificate and its annexes:
e check whether the certificate is valid;

e check whether the EUT complies with the pattern as described in the certificate
and its annexes;

e check whether the operating manual is available (if required).

Integrity of the software
Software integrity may be checked in one of two ways:

e indirectly: Check whether all seals required in the certificate are set at the right
place and are intact;

e directly: Check the software identifiers as required in the certificate.

Note: The second item overlaps with the first item of 8.2.4.
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8.23

8.23.1

8232

8.2.4

8.3

Example:

Calculation of a checksum of the program code that is compared with the nominal
value.

Parameters

Correctness

The correctness of parameters may be checked as follows:

e indirect metrological verification of parameters: Perform a measurement and
compare the results with a reference;

e check whether all settable parameters are within the allowed range.

Integrity
The integrity of parameters may be checked as follows:
e check whether the seals protecting the parameters are intact;

e check the audit trail for entries concerning parameters.

Identity of the software

The identity of the software may be checked as follows:

e check that the software identifier provided by the EUT is specified as valid for use
in the certificate;

e check the entries of the audit trail for traced updates (see
6.3.8.4.76.3.84.76.3. 84 762.8.4.7).

Note: The first item overlaps with the second item of 8.2.2.

hlemote Verification

8.3.1

Introduction and limitations

Remote verification encompasses a set of procedures to support verification of an
instrument in the field, potentially without a person on site. During remote verification (see
Figure 2), a remote unit [5] issues commands through a secure connection [2] to the device
to be verified [1] by means of its verification interface [3]. The device will trigger one or
more verification algorithms [4] internally and send their output back to the remote unit
where they are checked, displayed [7] and logged [6].

Remote Unit [5]

Remote Display [7] ‘1 Device [1]
Remote Log [6] Device display [8]

Secure remote connection [2] SW verification
interface [3]

SW verification
algorithm [4]

Figure 2 — Remote verification procedure

Remote verification procedures may be performed in one of two ways (depending on

national legislation):
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1) Completely: Check compliance of the measuring instrument with all th|
requirements remotely;

0

2) Partially: Check compliance of the measuring instrument covering only thosg
requirements that can be evaluated remotely, in addition to checking compliancg
for the other requirements in situ.

Examples:

1) If it is possible to check compliance of the measuring instrument with all t
requirements remotely (i.e. the measuring instrument is correctly installed; operatir]
within MPEs:- the integrity of that measuring instrument is intact, including the integri
of hardware seals; the readability requirements of the display are met: the display is n
damaged); then no verification (or inspection) of the instrument needs to be carried o

in situ (depending on national legislation).

2) If it is impossible to evaluate compliance with all the requirements remotely (i.e. only
the evaluation of requirements such as the integrity of that measuring instrument can fe
performed remotely); then a partial verification (or inspection) of the instrument shdll

still be carried out in situ (depending on national legislation).

=< e lo

General requirements

Remote verification should cover the communication between legally relevant softwar
artsmodules, see 6.3.5. The communication connection between legall relevant softwarj

of the measuring instrument and software for verification purposes
available. This connection needs—toshall comply with clause 6.3.5, transmlsswn V1E

PGs shall define a list of relevant data for verification purposes depending on th|
instrument type (e.g. approved type number, . serial number, legally relevant settings an
parameters, verification information and status, software version identification, softwar|
integrity, audit logs/trails, change logs, event logs etc.).

(A= N

Note 1:  The certificate shall state that remote verification is forseen for thifs

Note 2:  The requirements for remote verification will depend on national legislation].

Note 3:  The device to be remotely verified needs to be available and ready.

Note 4:  The device needs to be able to execute the verification procedures.

Note 5: D31 only imposes requirements on the measuring instrument’s softward,
verification software is covered by national legislation.

=

The following clauses 8.3.3 to 8.3.6 describe examples of specific remote verificatio
procedures and list the test items necessary for those remote verification procedures.

Extraction of audit trails or other logging mechanisms

832
communication lines.
instrument.
8.3.3
83.3.1 General
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The purpose of this remote verification procedure is to check a measuring instrument’s
operational history. For that purpose, it is necessary to establish first the authenticity of the
measuring instrument and the integrity.

After the authenticity and integrity has been established, retrieval of the relevant test items
is initiated.

Applicable test items for this remote verification procedure are software integrity, identity

of software, evidence of interventions, audit trails, detection of significant defects.

If applicable, the value of these test items is compared with a reference value.

A reference for all legally relevant software (measuring instrument software) shall be

834

made available to the relevant authorities including approved type, serial number, legally
relevant settings and parameters, verification information and status, software version

identification, software integrity, audit logs/trails, change logs, event logs, etc. depending
on national legislation

Note: Requirements on the external storage for legally relevant remote verification
data for inspection authorities will depend on national legislation.

Direct extraction of test items

8.3.4.1

8342

General

During remote verification, specific data objects are remotely retrieved from the measuring
instrument. These data objects (such as a specific parameter or a software version number)
are then compared with a known reference.

Applicable test items for this remote verification procedure are software integrity,
correctness of parameters, identity of software

Note 1. A reference for all test item values (allowed range. specific value) needs to
be available. This could either be a certificate or a protocol from a

previous/initial verification.

Note 2:  The manufacturer shall provide information about external SW for
performing tests, see also 8.3.3.

Whenever this use case is applied, the audit trail of the legally relevant software shall be

835

checked first to ensure that the correct software communicates with the external world.
see 8.3.3.

Live integrity verification methods

83.5.1

General

The purpose of this remote verification procedure is to check the software integrity of the
measuring instrument.

For that purpose, it is necessary to establish first the authenticity of the measuring
instrument and the integrity.

After the authenticity and integrity has been established, retrieval of the relevant test item
is initiated.

The applicable test item for this remote verification procedure is software integrity.

The value of the test item is compared with a reference value.
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8.3.6 Test setup, simulation of measuring process

8.3.6.1 General

The following subclauses 8.3.6.2 to 8.3.6.5 each detail a specific realization of this remote
verification procedure for specific types of measuring instruments. These procedures shall
be secured.

Access to diagnostics, build in weights etc. shall be restricted.

Note 1. The manufacturer shall describe the test procedure the result of which shall

be made available to the relevant authorities depending on national
legislation, see clause 6.3.9 and clause 7.1.2.

Note 2:  The manufacturer shall describe the simulation procedure the result of which
shall be made available to the relevant authorities depending on national

legislation, see clause 6.3.9 and clause 7.1.2.

8.3.6.2 Initiate an internal weighing procedure using a build-in weight in weighing instruments to
determine the accuracy of the weighing algorithms in the weighing instrument.
The applicable test item for this remote verification procedure is the accuracy of weighing
algorithms.

8.3.6.3 Initiate procedure using a build-in diagnostics facility to establish whether the current
performance of a flow meter has degraded since last calibration and therefore whether a
recalibration is needed.

Applicable test items for this remote verification procedure are the state of the instrument
regarding durability, changes in fouling or aging.

8.3.64 Simulating a digital sensor and sending intermediate measuring results to the Digital Data
Processing Unit and retrieve the measurement result to evaluate the accuracy of the
measurement algorithms in the Digital Data Processing Unit.

The applicable test item for this remote verification procedure is the accuracy of the
measurement algorithm in the Digital Data Processing Unit.

8.3.6.5 Simulating a starting signal to sensor at the beginning of a corridor of known length and

sending starting time to the P2P mother unit. After a period, another simulation of an
ending signal to sensor at the end of a corridor and retrieve the measurement result to

evaluate the accuracy of the measurement algorithms in the mother unit.

The applicable test item for this remote verification procedure is the accuracy of the

measurement algorithm in the mother unit) /{f d [ME460]: SG2 results

72



TC5_SC2_P4_NO30 OIML D 31:20<TODO> (E)

Annex A
Bibliography
(Informative)

At the time of publication, the editions indicated were valid. All referred documents are subject to
revision, and the users of this Document are encouraged to investigate the possibility of applying the
most recent editions of the referred documents indicated below. Members of IEC and ISO maintain

registers of currently valid International Standards.

The actual status of the Standards referred to can also be found on the Internet:

IEC Publications:
ISO Publications:
OIML Publications:

http://www.iec.ch/searchpub/cur_fut.htm
http://www.iso.org

https://www.oiml.org/en/publications/

(with free download of PDF files).

In order to avoid any misunderstanding, it is highly recommended that all references to Standards in
International Recommendations and International Documents be followed by the version referred to
(generally the year or date).

Ref. Standards and reference documents Description
[1] OIML V 2-200:2012 Vocabulary, developed by the Joint Committee for Guides in
International Vocabulary of Metrology — Basic | Metrology (JCGM).
and General Concepts and Associated Terms
(VIM), 3rd Edition
[2] OIML D 11:2013 Guidance  for  establishing appropriate  metrological
General requirements  for measuring | performance testing requirements for influence quantities that
instruments — Environmental conditions may affect the measuring instruments covered by OIML
Recommendations (EMC, climatic, mechanical influences).
[3] ISO/IEC 9594-8:2017 ISO/IEC 9594-8:2017 specifies frameworks and a number of
Information technology - Open Systems | data objects that can be used to authenticate and secure the
Interconnection — The Directory: Part 8: Public- | communication between two entities, e.g. between two
key and attribute certificate frameworks directory service entities or between a web browser and a web
server. The data objects can also be used to prove the source
and integrity of data structures such as digitally signed
documents.
[4] ISO/IEC 2382-9:2015 Intended to facilitate international communication in data
Information technology -- Vocabulary -- Part 9: | communication. Presents terms and definitions of selected
Data communication concepts relevant to the field of data communication and
identifies relationships among the entries.
[5] ISO/IEC 25040:201 Iseries The ISO/IEC 25040:2011 series of Standards gives methods for

Information technology -- Software product
evaluation

measurement, assessment and evaluation of software product
quality. They describe neither methods for evaluating software
production processes nor methods for cost prediction (software
product quality measurements may, of course, be used for both
these purposes).
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Ref.

Standards and reference documents

Description

(6]

OIML V 1:2013
International vocabulary of terms in legal
metrology (VIML)

The VIML includes only the concepts used in the field of legal
metrology. These concepts concern the activities of the legal
metrology service, the relevant documents, as well as other
problems linked with this activity. Also included in this
Vocabulary are certain concepts of a general character which
have been drawn from the VIM.

(7]

IEC 61508-5:2010

Functional safety of electrical/ electronic/
programmable electronic safety-related systems
— Part 5: Examples of methods for the
determination of safety integrity levels

Provides information on the underlying concepts of risk and the
relationship of risk to safety integrity (see Annex A); a number
of methods that will enable the safety integrity levels for the
E/E/PE safety-related systems, other technology safety-related
systems and external risk reduction facilities to be determined
(see Annexes, B, C, D and E). Intended for use by Technical
Committees in the preparation of Standards in accordance with
the principles contained in IEC Guide 104 and ISO/IEC Guide
51.

WELMEC Guide 2.3, May 2005 Issue 3
Guide for Examining Software (Weighing
Instruments)

This guideline specifies basic requirements to be applied to
software for free programmable, PC-based modules or
peripheral devices which are linked to, or form part of, NAWIs
subject to legal control.

(9]

WELMEC Guide 7.2, Issue 2019
Software Guide (Measuring
Directive 2014/32/EU)

Instruments

This document provides guidance to all those concerned with
the application of the Measuring Instruments Directive
(European Directive 2014/32/EU; MID), especially for
software-equipped measuring instruments. It addresses both
manufacturers of measuring instruments and notified bodies
which are responsible for conformity assessment of MID
instruments. By following the Guide, compliance with the
software- related requirements contained in the MID can be
assumed.

[10]

ISO/IEC 27005:2018
Information technology -- Security techniques -
- Information security risk management

This document provides guidelines for information security
risk management.

This document supports the general concepts specified in
ISO/IEC 27001 and is designed to assist the satisfactory
implementation of information security based on a risk
management approach.

Knowledge of the concepts, models, processes and
terminologies described in ISO/IEC 27001 and ISO/IEC 27002
is important for a complete understanding of this document.
This document is applicable to all types of organisations (e.g.
commercial enterprises, government agencies, non-profit
organisations) which intend to manage risks that can
compromise the organisation's information security.
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Ref. Standards and reference documents

Description

IEEE 802.3-2018

Ethernet local area network operation is specified for seld

cted

speeds of operation from 1 Mb/s to 400 Gb/s using a com|

mon

media access control (MAC) specification and manage

nent

information base (MIB). The Carrier Sense Multiple Ad

[CESS

with Collision Detection (CSMA/CD) MAC protocol sped

ifies

shared medium (half duplex) operation, as well as full dy

lex

operation. Speed specific Media Independent Interfaces (V
allow use of selected Physical Layer devices (PHY)

s
for

operation over coaxial, twisted pair or fiber optic cable

b (1]

electrical backplanes. System considerations for multisegi

nent

shared access networks describe the use of Repeaters tha} are

defined for operational speeds up to 1000 Mb/s. Local Area
Network (LAN) operation is supported at all speeds. | /{ Ci ted [ME461]: Related to AU-40
M OIML D34:2019 This Document provides considerations for countries |and

measuring

Conformity to Type (CTT) — Pre-market
conformity  assessment of
instruments

economies, or Regional Legal Metrology
Organisations (RLMOs), that are planning to dev

Elop

conformity to type (CTT) programs in the field
of legal metrology. This Document also provides illustr:

tive

examples of CTT programs currently in
operation.,

C ted [ME462]: Related to AU-49

ISO 8601:2019

The purpose of this document is to provide a standard s$t of

date and time format representations for inform:

interchange, in order to minimize the risk of misinterpretafi
confusion and their consequences.

This document specifies a set of date and time fo

[mat

representations utilizing numbers, alphabets and syml
defined in ISO/IEC 646. These representations are meant {

bols
o be

both human recognizable and machine readable.
This document retains the most commonly used expression|

b for

date and time of day and their representations from edrlier

International Standards in the field, including earlier edi
of ISO 8601 and its predecessors)

ions
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Annex B
Example of a software test report
(Informative)

Note: The Technical Committees and Subcommittees developing OIML Recommendations
should decide which information shall be included in Software Test Report, Evaluation
Report and OIML Certificate of Conformity. E.g. the name, version and checksum of the
executable code from the following example should be included in the Certificate.

Software Test report no XYZ122344
Evaluation of Software of the flow meter Tournesol Metering model TT100

The software of the measuring instrument was verified to show conformance with the requirements of
OIML Recommendation R xyz.

The evaluation was based on OIML International Document D 31:2019, where the essential
requirements for software are interpreted and explained. This report describes the evaluation of
software needed to state conformance with the R-xyz.

Manufacturer Applicant

Tournesol Metering New Company

P.O. Box 1120333 Nova Street 123

100 Klow 1000 Las Dopicos

Syldavie San Theodorod

Reference: Mr. Tryphon Tournesol Reference: Archibald Haddock

Test object
The Tournesol Metering meter TT100 is a measuring instrument intended to measure flow in liquids.
The intended range is from 1 L/s up to 2000 L/s. The basic functions of the instrument are:

e measuring of flow in liquids;

e indication of measured volume;

e interface to transducer.

The flow meter is described as a built-for-purpose device (an embedded system) with a storage device
containing legally relevant data.

The flow meter TT100 is an independent instrument with a transducer connected. The transducer
incorporates a temperature compensation. Adjustment of flow rates is possible by calibration
parameters stored in a non-volatile memory of the transducer. It is fixed to the instrument and cannot
be disconnected. The measured volume is indicated on a display. No communication with other
devices is possible.

The embedded software of the measuring instrument was developed by
Tournesol Metering, P.O. Box 1120333, 100 Klow, Syldavie.
The file name of the executable code is “tt100_12.exe”.

The verified version of this software is V1.2¢. The software version is presented on the display upon
instrument start-up and by pressing the “level” button for 4 seconds.
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The source code comprises the following legally relevant files:

e main.c 12301 byte 23 Nov 2003;
e intc 6509 byte 23 Nov 2003;
o filter.c 10897 byte 20 Oct 2003;

e input.c 2004 byte 20 Oct 2003;

e display.c 32000 byte 23 Nov 2003;
e cthernet.c 23455 byte 15 June 2002;
e driver.c 11670 byte 15 June 2002;
e calculate.c 6788 byte 23 Nov 2003.

The executable code “tt100_12.exe” is protected against modification by a checksum. The value of the
checksum by algorithm XYZ is 1A2B3C.

The evaluation was supported by the following documents from the manufacturer:

e TT 100 User Manual Release 1.6;

e TT 100 Maintenance Manual Release 1.1;

e Software description TT100 (internal design document, dated 22 Nov 2003);
e Electronic circuit diagram TT100 (drawing no 222-31, dated 15 Oct 2003).

The final version of the test object was delivered to the National Testing & Measurement Laboratory
on 25 November 2003.

Results of evaluation

The evaluation was performed according to the OIML D 31:YYYY. The evaluation was performed
between 1 November and 23 December 2003. A design review was held on 3 December by Dr.
K. Fehler at Tournesol Metering head office in Klow. Other evaluation work was carried out at the
National Testing & Measurement Laboratory by Dr. K. Fehler and Mr. S. Probleme.

The following requirements were verified:

e software identification;

e correctness of algorithms and functions;
e  software protection;

e  prevention against accidental misuse;

e evidence of intervention;

e support of hardware features;

e  storage of data, transmission via communication systems.

The following evaluation and verification methods were applied:

e analysis of the documentation and evaluation of the design;

e  verification by functional testing of metrological features;

e  walkthrough, code inspection;

e  software module testing of module calculate.c with SDK XXX.
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Result

The following requirements of the OIML D 31:YYY'Y were verified without any non-conformities being
found:

> A A ) > > ASEE RS EAS A =TT ST >

and

The result applies to the tested item with Serial No. 1188093-B-2004 only.

Conclusion
The software of the Tournesol Metering TT100 V1.2¢ fulfils the requirements of OIML R xyz.
National Testing & Measurement Lab.

Software Department

Signature(s):

Dr. K.E.ILN. Fehler Mr. S.AN.S. Probléme

Technical manager Technical Officer
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[Clause

Requirement

Passed

Failed

Remarlgl

General requirements

Software identification

Software of a measuring instrument/_or component shall be
identified.

Correctness of algorithms and functions

The measuring algorithms and functions of a measuring instrument shall be
appropriate and functionally correct for the given application and device
type.
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[Clause Requirement Passed | Failed Remar@,
6.2.36:2.3 | Evidence and prevention of an-intervention

6:2:36-13 | Software shall be protected against any changes, for example due to

2 physical effects and intentional misuse, i.e. modification, loading or

6.2.3.16:2

changes by swapping the memory device, unauthorised updatesSeftware

c-me ; . During moccssm;, nudsmcmcnt ddtd shdll

be protected and sculred Software shall be protected in such a way that
evidence of any intervention (e.g. software updates, parameters changes)
shall be available. Mechanical sealing or software seals shall be used to
protect measuring instruments or components. In case of dynamic modules
of legally relevant software with predefined parameters, these shall be
considered as a part of the software and treated as such. If necessary for the
purpose of verification, data containing evidence of an intervention shall be
displayed or printed on command and, if applicable, transmitted to the
verification software.

All inputs from the user interface shall be handled by a protective interface.
Any function that can be activated by the user interface shall be clearly

documented and not be able to influence the lc;nllv relevant chmactcmtlus
of the msnumcm

All inputs from communication interfaces shall be handled by a protective

interface. Any function that can be activated through a communication
interface shall be clearly documented not be able to influence the legally

relevant characteristics of the instrument remotely such as through a remote

verification procedure or a software download .

Legally relevant parameters shall be secured and protected in such a way
that evidence of an intervention shall be available. If necessary for the
purpose of verification of a measuring instrument, displaying or printing
and. if applicable, transmittingef the current relevant parameter settings to

6.2.3.56:2

6.2.3.66:2

i

the verification software shall be possible. If the setting of certain device-
specific parameters is available to the user the measuring instrument shall
be fitted with a facility to automatically and non-erasably record any
adjustment of the legally-relevant device-specific parameter.

Software protection means shall comprise appropriate sealing by
mechanieal—electroniesoftware and/or cryptographic means, making an
intervention impossible or evident.

Audit trails and event counters are part of the legally relevant software and
shall be secured and protected as such. It shall not be possible to delete or
inadmissibly change the data of the event counter or the-audit trails and it
shall not be possible to exchange the audit trails or the value of the event
counter when the software is updated. The audit trail or value of the event
counter shall be displayed or printed on command and, if applicable,
transmitted to the verification software.

/[

Commented [ME464]: Related to NL-116. The entire table has
been updated to match the modified contents of the document.

=)
N
N

Prevention of misuse
A measuring instrument shall be constructed in such a way that possibilities
for unintentional, accidental, or intentional misuse are minimal.
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Commented [ME464]: Related to NL-116. The entire table has
been updated to match the modified contents of the document.

[Clause Requirement Passed | Failed Remar@,

6.2.5 Demands on the user
The software of a measuring instrument shall be designed in such a way that
no unreasonable demands are required from the user to obtain a correct
measurement result.

6.2.66:2:6 | Support of hardware features

6.2.66:1.4 | Detection of significant defects

6.2.6.16.2 | The manufacturer of the instrument shall be required to design checking

6:16.2.6. | facilities into the software or hardware parts or provide means by which the

16.1.4.1 | hardware parts can be supported by the software parts of the instrument. [
software is involved in the detection of significant defects, it shall
appropriately act upon any detected defect.

6.2.6.26:2 | Durability protection

#6:26:2.6. | If software is involved in dumbllm pl()turmn 1r slmll appmmmtgl\ dL.I

2642 upon any dugclgd dLlldbllllV error. s

6.2.6.3 Information for remote verification
If support 0f 6.2.6.1 or 6.2.6.2 is part of the remote verification procedure it
shall be possible to transmit data containing information in this respect to
the verification software.

6.2.76:2.7 | Time stamps

6:2-76-15 | The time stamp shall be in a consistent format, allowing for easy comparison
of two different records and tracking progress over time. If a measuring
instrument uses time stamps, the instrument shall contain an internal clock
W Imh \hall be uxed 101 the uea[mn ol the time stamp. ih%&m%%dmﬁ&hﬂ%

- Depending on the kind ¢

instrument or on the field of dl’)D]lLdllUn setting the clock may be Ic‘LaH\
relevant and aAppropriate protection means shall be taken according to the
risk level to be applied. Automatic setting of the time shall only be possible
if legal time is used as a time base in an authenticated manner.

6.36.36.3 | Requirements specific for configurations

62 Specification and separation of legally relevant parts and specification

6.3.26.3.2 | of interfaces

6:3:26:2:2 | Legally relevant parts—software modules or hardware components of a

measuring instrument shall not be inadmissibly influenced by another
device or by other partsmodules or components of the measuring
instrument.
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[Clause Requirement Passed | Failed Remar@,
6.3.2.16.3 | Separation of components
2:16.3.2. | Components of a measuring instrument that perform legally relevant
16.2.2.1 | functions shall be identified, clearly defined, and documented.
6.3.2.1.16 | A software-controlled component shall communicate with other
=3.2.1.16. | components or devices through a protective interface. It shall not be possible
3:2.1.16:2 | to_inadmissibly influence the legally relevant software, parameters or
243 measurement data through these interfaces. -It shall be demonstrated that
the functions and data of legally relevant components cannot be
6.3.2.1.26 | inadmissibly influenced by commands received via the protective interface
3.2.1.26.2 | If software seals are used to prevent components from being exchanged and
212 pairing parameters are part of the seal. then these pairing parameters are
legally relevant and shewuld-shall be secured and protected and-secured-as
suehin such a way that evidence of an intervention is available.-
PGs may decide that legally relevant components shall check the
authenticity, integrity and/or availability of another software-controlled
component. In case the authenticity and/or integrity check fails. or the other
6.3.2.1.36 | component is not available, the checking component shall appropriately act
3:2-1.36- | upon this.
3.2.1.36:2 | If a component is shared by multiple components, e.g. one display for
213 multiple sensors, then all the components that share another component
shall be unambiguously identified.
In case the completeness of the measuring instrument cannot be visually
checked (e.g. wireless or network-connected components), non-legally
6.3.2.14 | relevant software modules shall be prevented from
calculation/presenting/spoofing the measurement result.
In case legally relevant components with limited functionality and limited
securing/protection capabilities are applied, they shall have limited access
to the measurement data
6.3.2.1.5
6.3.2.1.6
6.3.2.1.7

/{

Commented [ME464]: Related to NL-116. The entire table has
been updated to match the modified contents of the document.
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(Clause Requirement Passed | Failed Remarlgl,/[ Commented [ME464]: Related to NL-116. The entire table has J
been updated to match the modified contents of the document.

6.3.2.26:3 | Specifieation-and-separation—of seftwarepartsSeparation of software

2:26-3-2- | modules

26.2.2.2 | The conformity requirement applies to the legally relevant software part-of

6.3.2.2.16 | a measuring instrument (see—6.3.66.3.66.2.6)-and it shall be made

3.2.2.16. | identifiable as described in 6.2. 162162 1611

3:2.2.16:2 | All legally relevant software modules shall communicate with other

224 [noduled through a protective interface, It shall be demonstrated that the ] /[r ted [ME465]: Related to NL-009, SG3 ]
functiqng anfi data _of modules that are lc;zjdllv rClCV’Ell]F ce‘mnot‘ be h \\{ Commented [ME466]: Related to NL-074 ]
inadmissibly influenced by commands received via the protective interface.

6.3.2.2.26 | Measurement data shall not be made available to legally non-relevant

3:2:2:26- | modules mmr to pnnnry mdlcatlonh—thx—keaaﬂ—y—remm—%ﬁ%ﬁepm

6.3.2.2.3

There shall be an unambiguous assignment of each command to all initiated
functions or data changes in the legally relevant software. Functions that are

6.3.2.2.4

triggered through the protective software interface shall be declared and
documented. Only documented functions shall be activated through the
protective software interface.

Where the legally relevant software has been separated from the non-
relevant software part, the legally relevant software shall have priority using

the resources over non-relevant software. The legally relevant process shall
not be inadmissibly interrupted by legally non-relevant software. The
measurement process shall not be delayed or blocked by other processes.

When dynamic modules of legally relevant software have facilities for
continuous learning that allow dynamic parameter changes during use, the

manufacturer shall clarify the facilities and its priorities to the whole legally
relevant software, especially in reference to the measuring functions.

Where relevant, PGs may specify the requirement that the measuring
functions shall not be inhibited/affected by the continuous learning process.

Shared indications

If a display or printout is used both for legally relevant and legally non-
relevant outputs, the legally relevant information shall always be readable,
and clearly distinguishable from other information.
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been updated to match the modified contents of the document.

(Clause Requirement Passed | Failed Remar@,/[ Commented [ME4641: Related to NL-116. The entire table has

6.3.46:3.4 | Storage of data

63:46-2-4 | Completeness of stored data

6.3.4.26.3 | The stored measurement data shall include all relevant data necessary for
4.26.3.4. | future legally relevant use. [Where measurement data is produced as a result
26242 | of algorithms of dynamic modules of legally relevant software, the
measurement data shall be marked or indicated as such. Such markings or
indications and associated data shall form part of the legally relevant

measurement datal /{“ ted [ME467]: SG1 results

6.3.4.36:3 | Protection of stored data
4.36.3.4. | The stored measurement data shall be protected by software—a Qplopl]al
36243 means to guarantee authentlclty, 1ntegr1ty ¢ :

The software that
displays or further processes the mcasurement data shall check the time-of
measurement-authenticity; and integrity of the data after having read them
from the storage. If an irregularity is detected. the data-shall- be discarded-or
marked—unusable_an appropriate response shall be required. The storage
component shall have sufficient permanency to ensure that the stored

measurement data are not corrupted under normal storage conditions.
Software modules that prepare data for storing, or that check data after
reading are considered part of the legally relevant software. If appropriate,
means shall be provided whereby cryptographic keys can only be input or
read if a seal is broken.

6.3.4.46:3 | Automatic storing
4463-4. | When, considering the application, data storage is required, measurement

46244 | data shall be stored automatically]. A checking facility shall regularly check /{r ted [ME468]: Related to NL-086

6.3.4.4.16 | the availability of the storage and in the case the storage dL\lLL is not
3:44-16. | available no measurement shall be posslblc / 2

conditions—. There shall be sufficient memory storage for the intended
application. [f automatic storage is required. no measurement shall be

possible if the storage device is not available] When the data necessary for Pt [ C ted [ME469]: Related to NL-065

the calculation of the measurement result are relevant for legal purposes, all
measurement result relevant data included in the calculation shall be
automatically stored with the final value.
Measurement data stored in a component to construct the measurement
result can be deleted if the next module or component state a proper
completion of expected actions engaged. Stored measurement data may be
deleted if either:

the transaction is settled: or

-these data are printed by a printing device subject to legal control.

Data Ftransmission via communication lines

Completeness of transmitted data

The transmitted measurement data shall include all relevant data necessary
for future legally relevant use. [Where measurement data is produced as a
result of algorithms of dynamic modules of legally relevant software, the
measurement data shall be marked or indicated as such. Such markings or
indications and associated data shall form part of the legally relevant

measurement data) /[t‘ ted [ME470]: SG1 results
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[Clause

Requirement

Passed

Failed

Remal"ﬁl — Commented [ME464]: Related to NL-116. The entire table has
been updated to match the modified contents of the document.

The transmitted data shall be protected by software means to guarantee the
authenticity, integrity

. The software that displays or further
processes the measurement data shall check the
authenticity, and integrity of the data received from a transmission channel.
If an irregularity is detected

[ ' w

e ted [ME471]: Related to AU-42

Transmission delay or interruption

The measurement shall not be inadmissibly influenced by a transmission
delay or interruption. If network services become unavailable or very slow,
no measurement data shall be lost.

Compatibility of operating systems and hardware
Hardware interfaces not equipped with a protective interface shall not be
able to inadmissibly influence the legally relevant software

Boot process

he processing of the chain of trust be
interrupted, as long as its integrity is preserved.
The boot configuration shall be secured and protected.
Booting via open interfaces shall be prohibited.

—{ commented [ME472]: Related to NL-009, 5G3

Commented [ME473]: Related to AU-45

System resources

The combination of the legally relevant software and the operating
system shall ensure that there are enough resources for the operation of the
legally relevant application.
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[Clause

Requirement

Passed

Failed

Remarlgl

Protection during use
The operation of software that is not legally relevant shall not inadmissibly
influence the legally relevant application.
The combination of the legally relevant software part and the operating
system shall ensure that the legally relevant indication is distinguishable
from other information.
The access control shall be configured in
such way that the intended use cannot be inadmissibly influenced.
The administration tasks of the legally relevant software

shall be protected.

Communication with the legally relevant software
Communication with the legally relevant software part shall be made via
protective interfaces.

Identification and traceability

The configuration of the operating system shall be identifiable. The
identifier shall be displayed on command or
during operation

onfiguration settings of the operating system shall be
protected, i.e. changes to the configuration shall be
traceable.

The manufacturer shall identify the hardware and software environment that
is suitable. Minimum resources and a suitable configuration

necessary -to guarantee correct functioning of the legally relevant software
shall be declared by the manufacturer.

Technical means shall be provided to prevent operation, if the minimum
resources or a suitable configuration are not met.
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Commented [ME464]: Related to NL-116. The entire table has
been updated to match the modified contents of the document.

|

C ted [ME474]: Related to DE-02

[Clause Requirement Passed | Failed Remar@,/{
6.3.86:3.8 | Maintenance and reconfiguration
638628 | Verified Update
6.3.8.36:3 | The software to be updated hnay h}c loaded locally, i.e. directly on the /{
8:26:3.8: | measuring instrument, or remotely via a network. A h)rolcclion measure (i.e.

J

C d [ME475]: Related to DE-02, see B6-2 Table B.1 for

physical or electronic seal that must be broken for the update to take effect) provides

/{

evidence of an interventior]. €

justification of the use of “must”.

1

Commented [ME476]: Related to AU-50, modified to ensure
that remote verification is also an option.

|
|
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Commented [ME464]: Related to NL-116. The entire table has
been updated to match the modified contents of the document.

|

ted [ME477]: Related to AU-52

ted [ME478]: Related to US-15

[Clause Requirement Passed | Failed Remar@,
6.3.8.46.3 | Traced update
-8.46.3.8. | Depending on the needs and national legislation it may be necessary for the
46.2.84 | user or owner of the measuring instrument to give their consent. [[f so. {he /[ C
6.3.8.4.26 | measuring instrument shall have a feature for the user or owner to express
3:8:4:26. | their consent hﬁrior to an update, e.g. by means of 111 push button. /[r
3.8:4.26.2 | After initiation of the update procedure, a tFraced update of software shall
8:4:2 be-run automatically. If some of the securing or protection measures of the
instrument are turned off to enable updating, they shall be turned on again
immediately after update, independent of the result of the update process.
During a Traced update, any existing audit trail information and event
6.3.8.4.36 | counter values shall be retained.
-3:8:4.36. | Technical means shall be employed to guarantee the authenticity of the

loaded software.

Technical means shall be employed to ensure the integrity of the loaded
software, i.e. that it has not been inadmissibly changed before loading.

If the loaded software fails the integrity test or the authenticity test, the
instrument shall discard the new version and use the previous version of the

6.3.8.4.46 | software or switch to an inoperable mode. [n this mode. the measuring
3:8:4:46- | functions shall be inhibited. It shall only be possible to resume the download
3.8:4:46:2 | procedure, or to show an error.

844 An audit trail shall be employed to ensure that traced updates of the legally

6.3.8.4.56

relevant software part are adequately traceable within the instrument for
subsequent verification and surveillance or inspection. An entry is generated

3:8:4:56-

for each update attempt regardless of the success.

The storage device that supports the traced update shall have a sufficient
capacity to ensure the traceability of traced updates of the legally relevant

software between at least two successive verifications of a measuring

instrument in the field/inspections. After having reached the limit of the
storage for the audit trail, it shall be ensured by technical means that further
downloads are impossible without breaking a seal.

6.3.8.4.76

If the audit trail has no more capacity, or the owner denies consent, an
appropriate response is required, i.e. either the oldest entry may be deleted
or the update should not start at all.

{r

ted [ME479]: Related to NL-112

3:8:4:76-
3:84.762
847

6.3.8.4.96
3:8:4:962
849
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[Clause Requirement Passed | Failed Remarlgl, Commented [ME464]: Related to NL-116. The entire table has
been updated to match the modified contents of the document.

6.3.8.56:3 | When the software is updated, the audit trail should not be erased or
8.56.3.8. | overwritten. ittrails—s ~hs o Frare_ic
Shs | mpdeed

6.3.9 Remote Verification Capability

6.3.9.1 General

6.3.9.1.1 | The modules involved in the remote verification procedure are part of the
legally relevant software and shall fulfil the relevant requirements.
6.3.9.1.2 | It shall always be possible to establish and ensure the integrity of the
instrument to be verified.

6.3.9.1.3 | It shall be possible to establish the authenticity of the instrument, i.e. the
instrument shall be uniquely identified and other means shall be provided
to ensure authenticity.

6.3.9.1.4 | The instrument shall store logging data, audit trails, and make these
available for remote verification purposes.

6.3.9.1.5 | The instrument shall use time stamps according to 6.2.7, provide evidence
of an intervention (6.2.3), audit trails (6.2.3.6) and shall have a facility for
detection of significant defects (6.2.6.1) for the purpose of remote
verification.

6.3.9.1.6 | An ongoing measurement shall not be influenced by remote verification.
6.3.9.1.7 | The use of the verification procedure shall not influence the compliance
with other requirements.

6.3.9.1.8 | The software integrity of the instrument shall not be influenced by the
remote verification procedure.

6.3.9.1.9 [ There shall be a legally relevant interface for data extraction for remote
verification purposes.

6.3.9.1.10 | Interfaces for remote verification shall be protected.

6.3.9.1.12 | Provisions shall be made to securely store the result of the remote
verification in the measuring instrument. This data shall be protected and
secured. Securing needs to ensure that only the remote verification software
has write permissions.

6.3.9.3 Direct extraction of test items

6.3.9.3.1 When checking software integrity, the integrity measure (checksum, hash)
shall be calculated immediately before transmitting the integrity measure to
the remote verification software.

6.3.9.3.2 | Test items shall be uniquely identified. The obtained test items shall be
unambiguously linked to the measuring instrument to be verified.

6.3.9.3.3 | Relevant test items identified by the PG shall be available depending on the
specific requirement to be tested and the instrument type.

6.3.9.4 Live integrity verification

6.3.9.4.1 | A means shall be implemented to verify connection requirements, /[f' ted [ME480]: SG2 results
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Annex C
Remarks on measurement terminology
(Informative)

Note: This informative Annex is intended to illustrate the terms and definitions related to the measurement
process and their usage in this OIML Document.

[The definition of Measurement Result, in this document, is a "set of quantity values being attributed to a measurand
together with the Measurement Result Relevant Data", this is illustrated in Figure A.1 as the Measured Quantity
Value and Measurement Result Relevant Data, both being part of the Measurement Result.

And together with the Measurement Process Data these form the Measurement Data.

Measured Quantity Value information m#é

Measured Quantity Value
[ L)

Measured Quantity Value
Metadata m#

Measurement Result Metadata mé#

Measurement Result Measurement Result
Relevant Data 44 Relevant Metadata ¢4

Measurement Result Relevant Information ¢#&

Measurement Process Data Measurement Process
e Metadata W&

Process Inf ion W88

‘ # Measurement Metadata

Measurement Information #4

Figure A.1 — Visual representation of the Measurement Information

In general, this OIML Document distinguishes between measurement data and measurement metadata. If both are

used together, measurement data are put into context; hence, measurement data plus measurement metadata equals
measurement information.

This OIML Document also distinguishes between Measurement Result Relevant Information and Measurement
Process Information.

Figure A.2 contains a flowchart to illustrate the distinction between the data relevant to the Measurement Result or
data relevant to the Measurement Process.
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Mav 120 [ Measurement Result Metadata

MQVM : integer value | MQvMm s integer value

MRRD :kwh | MRRM :unit

MRRM  :unit | MRRM : dd-mm-yyyy 1
Mav 112 MRRD 12-07-2021 | MRRM : customer 1D - Measurement
MQVM  :counter MRRM  :dd-mm-yyyy "’ o _refsu\r relevant
MRRD 116 MRRD M X Measurement Result information
MRRM : quantizer resolution MRRM : customer ID Mav 1120

MRRD :kWh
- Indication MRRD :12-07-2021
ol oo ngy [+ MRRD M i

MPD :4
MPM : COM-port

MPD : printing
MPM : display method Measurement
Process

information

Figure A.2 — Flowchart of a measurement process, giving examples for the different data relevant to the
Measurement Result or relevant do the Measurement Process.

Figure A.2. — Also indicates the data composing the Measurement Result: Measured Quantity Value
(MQV) and the Measurement Result Relevant Data (MRRD), while the corresponding Measurement Result

Metadata needed for the correct interpretation of the result is shown in a framed. dashed rectangle.

Figure A.2 shows a simple example of a measurement process. For each logical step (from data acquisition by the
sensor to indication of the result) the following parts are noted:

o the Measured Quantity Value (MQV) and Measured Quantity Value Metadata (MQVM);
o the Measurement Result Relevant Data (MRRD) and the Measurement Result Relevant Metadata (MRRM];

o the Measurement Process Data (MPD) and the Measurement Process Metadata (MPM).

One strand of measurement information is related to the measurement result relevant information.

Data acquisition by the sensor delivers a raw counter value of 12 (MQV) with ‘counter’ as the Measured Quantity
Value Metadata (MQVM) needed to interpret the data.

The Measurement Result Relevant Information (MRRI) is the ADC’s quantiser 16 bits resolution,

e where 16 is the Measurement Result Relevant Data (MRRD),

o while ‘quantiser resolution’ is the Measurement Result Relevant Metadata (MRRM), needed to interpret the
data.

During processing, the Measured Quantity Value (MQV) with “integer value” as the Measured Quantity Metadata
(MOQMD) is assigned ‘kWh’ as Measurement Result Relevant Data (MRRD) with ‘unit” as Meaurement Resu
Relevant Metadata (MRRM), as well as a time stamp ‘17-07-2017° (MRRD) with format ‘day-month-year
(MRRM) and Mister X (MRRD) as customer ID (MRRM).

In both cases, during acquisition by the sensor and processing, the Measured Quantity Value (MQV) an|
Measurement Result Relevant Data (MRRD) form part of the Measurement Result, while the metadata is needefd
for the correct interpretation of the Measurement Result.

Another strand of measurement information is related to the measurement process: for acquisition of the Measure
Quantity Value (MQV) from the sensor, COM-Port number 4 is used. where

T T+

{=n

=

® ‘4’ is the Measurement Process Data (MPD) and

o the ‘COM-Port’ is the Measurement Process Metadata (MPM) needed to understand the data element.

Indication of the result can be by means of a display or by printing.
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The Measurement Process Data (MPD) ‘printing’ with the correspondent Measurement Process Metadata (MPM)
‘display method’ are both necessary for the measurement process, but they will not become part of the measurement
result, nor the measurement result metadata.

It is up to the technical working groups to decide what Measurement Result Relevant Data is because under certain
circumstances, Measurement Process Data (MPD) might become Measurement Result Relevant Data (MRRD).

In the given example, shown in Figure A.2, the COM-Port number 4 links the Measured Quantity Value (MQV) to
a customer Mr. X, thus turning the Measurement Process Data (MPD) into Measurement Result Relevant Data
(MRRD) during the processing step.

Measurement Process

Measured Quantity Value m | Measurement Result

Measurement Result Relevant Information
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value: 120 kWh m

value: 12 MRRD: 17-07-2017 %

MRRD: 16 % MRRM: dd-mm-yyyy 4

MRRM: quantizer MRRD: 1234 &

resolution & MRRM: customer ID & result

value: 120 kWh m
MRRD: 17-07-2017 &
MRRM: dd-mm-yyyy &
MPD: 4 ¥ MPD: printing ¥ MRRD: Mr. X &

MPM: COM-Port ¢ MPM: display method ¢ MRRM: customer name |

Processing

Indication

/[ C ted [ME481]: SG3 results
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%nnex D

Inde)d

Acceptable solution: 6.2.162.162.16-1-1

Audit trail: 3.2.13.2.13.2.13.1.1;
3.2.5132513-2.503-1-46;
6.2.3.16:23 4=
6.2.3.5623-56231 561
6.2.3.66-23-

6.3.4.1; 63()54’"’
6.3.6.7.26:3-6-7 -
6384163%4—%%84467’2—844

6.3.8.4.463-84 44; 6.3.8.4.8-
6384462—84—76384963%4963%496—2—849
H116:28-5+-6.3.8.56:3-8-56-3-8-56-2:8-6; 6.3.9.1.2;
6.3.9.1.3:639.1.4:63.9.1.5:7.1.2;7.2.2;7.3.2.3;
8.2.3.2;824:833:833.1:834.2.

Authentication: 3.2.23.2.23273.1.2;
323323323343,
6.3.8.4.163-8416384162.8:4-+.

;6.2.7,6.3.2.1.3;

462 654
0= 004,

4’.?.“.

Authenticity: 3233233233 1.3,
3.2.103:214093.2.93.1.8: 3216324632 153 +13;
6.2.3.56:23-56:2.3.1.56

+3-2:4; 6.3.2.1.4;

6.3.6.3.26:3.:63.26:3.63.262.63-2;
6.3.8.4.56:3-8-4.56:3-8:4.56:2.8:4:5; 6.3.8.4.7;- 6.3.9.1.3;

8.3.3.1; 8.3.5.16:3-8:4-96:2-8:4-9.

Checking facility: 3.2.53.2.53.2.53.1.5; 6.2.3.1;
6.2.3.4;6.2.6.162.6-162.6-16-1-4-1, 6.3.44.1.

Commands: 3.2.562.2.563.2.552.1.49: 62.1:6.2.3.1;
6.2.3.262.3.262.31.26-+322; 6.2.3.6;

6.3.2.1.2632: 242;6.2.4.63.2.1.2;
63217 63222A’l’)’7’)k"’)’)’)l\')")’)’7
6.3.2.2.3632236322362223:6.3.6.2;
6.3.6.66:3-6:66:3-6:66:2.6:6; 6.3.6.7.1. 6.3.9.1.7;
7.1.1;7.1.2; 72,173+, 73.2.1; 7.3.2.3; 7324, 8.3.1.

Communication: 3.2.73-+6; 3.2.643-1.56; 5.2;
6.2.162162.16-1-1; 6.2.3.3. 6.3.2.1.3, 6.3.2.2.1;
6.3.2.2.26322262222-
6.3.2.2.36:3.2.2363.22362223;
6322/]/1’7’?/1A’2’7’7/IA’?’)’7/1’
6.3.4.4.16:3-56:2.5; 6.3.6.66:3-6:66.3-6:66:2.6:6;
6%686%—6—86—3—6—86—2—6—8 6.39.13:7.3.2.1;

Communication interface: 3.0.73.2.63.1.6:
6.2.16216216-1+, 6.2.3.3.

Component: 2.3;3.2.7;3.2.8;3.2.12;3.2.21; 3.2.28,;

Commented [ME482]: Related to NL-118. The entire index has
been updated to match the modified contents of the document.

3.2.29,3.2.58;3.2.66; 3.2.66; 3.2.68; 6.2; 6.2.1;
6.2.3.1:6.2.6.1;6.2.6.2; 6.3.2; 6.3.2.1.1; 6.3.2.1.2;
6.3.2.1.3;6.3.2.1.4;6.3.2.1.5; 6.3.2.1.6; 6.3.2.1.7;
6.3.2.1.8;6.3.2.2.1; 6.3.2.2.2; 6.3.3; 6.3.4.3;
6.34.42:6.3.54:6.3.6.6;6.3.7:6.3.8.3:6.3.8.4.1:
7.1.2;7.5.

Cryptographic certificate: 3.2.93.2.93.2.83.1.7;
3.2.163:2.4632.153113;
6.2.3.56:2.3-562.31.56-13:2.4: 6.3.2.1.3.

Cryptographic means: 3.2.103-2.103.2.93.1-8;
6.2.3.5%&»2%4%1%%4
6.3.84.56384

Data domain: 3.2.112.2.113.2.103.1.9;
3.2.563-2.563.2.553.1.49; 3.2.5732.573.2 563.1.50;
3.2.583.2.5832 5973 1 54,

6.3.2.2.26322263 222622333

6.3.4.4.16344163-44 ;7324

Device-specific parameter: 3.2.123.2.123.2 11 lZ%—Z—l—Z—»Q—I—B—l—L@
32 14 3229’1’7’7&2’2’)’7 ’2 l ‘7/ A’)’l
1

6.2.3.4; 6.3.8.2‘.’49.”’.’.Q."’.".Q.’, 1

Durability: 3.2.133.21332.123.1.11;
6.2.6.26:22:626:2:6:26-+-42; 7.1.2; 7.3.1.

Dynamic module of legally relevant software:
3.2.14:6.2.3.1:6.3.2.2.1: 6.3.2.2.5:6.3.4.2: 6.3.5.2;
6.3.6.8.6.3.6.9,:6.3.7:7.1.1;7.1.2;7.3.2.1; 7.3.2.2;
7.3.2.5:8.1;

Electronic measuring instrument:
2SRRI 300032 2 A

.

Electronic Signature: 329319318
3.2.16324632. 153 113;

O P Y e ey o e et e e BT
6.3.4.36&456—“»436%4—“»
6.3.5.363-5 ;
6.3.8.4.565.%.456%84%.%8%.

Error (of mdlcatlon) 32.17324732163114;
322232

Py

Errorlog: 3.2.1832183 2173 1.15;
6.2.6.162.6:162.6-16-+4-1; 6.2.6.2.

Evaluation (software): 7.1.1;7.1.2: 7.2.1: 7.3.1;
7.32.1;7.3.2.2,7.3.2.3; 74,
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Evaluation _(type): 3.2.653.2.653.2.643.1.57:
326531653458, 3.2.703.2.703.2.6093.1.62;-
6.2.3.46:231436-+323; 62616%6&6%6464—44
6.2.6.26:32 4162211,
63222[.’2’)’7'7A’2’)’7'7A’7’?’7’) 637 711 712

7.2.1;73%

N S W i i i Y i

——

ed [ME483]: Related to DE-04

Legally relevant: 2.1; 3.2. 13213213115
32123—2—1%3—2—1—1—3—1—1—9 3.2.14;3.2.18,3.2.19;

3.2.27322732.263-1-25; 3.2.2832.283.2 273 1-26;

3_2.20’1_’7.70’2_’?_’78’2.1_77; 3.2_301_’7_’20'{’)_’28’1_ 1 .’Z’I;

3.2.47324732.46314-43; 3.2.52; 3.2.53;

3256’2'7 A’l’?(’ll/l()32501’3<017 Q’Zl(’);

S

_—{ Field Code Changed

Event: 3.2.13243213-1-1; 3.2.1932193 2 183-116;
3.2.2032203 2193 117; 3.2.58-3-2.5034-5031-46;
3.2.633:2:633.2.623-1-55;
6.2.3.562356231-564324;
6.2.3.66:23-6623-1-66-13-2.5; 6.3.8.4.4. 6.3.8.4.8;
6.3.9.3.3:7.2.2;8.3.2; 8.3.3.26322:462224:-

Event counter: 3.2.203.2.2032.193.1.17;
6.2.3.56:2.3-56 +3.24; 6.2.3.6;6.3.2.1.3;
638446%—8—4—463—8—4—46—2—8—4—4 722.

Executable code: 2.2.212.2.213.2 203 1.18;
3.2.603:2:603.2.593.1.53; 6.2.16:216216-+-+.

T

Fault: 3.2.223.2.223.2.213.110;
3.2.5132543-2-5034-46; 7.1.2; 7.3.2.3.

Hash function: 3.2.233.2.233.2.293.1.20;
6.2.6.16:2:6-162.6-16-1-4-4.

Integrity (of programs, data, or parameters):
3.2.103:21493.2.93.1.8; 32.16324632 153 +13;
3.2.243.2.243 2933 1 34:3.2.53;3.2.62; 6.3.2.1.4;
6.3.2.1.7, 6.3.4.363:43634362.43;
6.3.5.36:3.5363.5362.5.3;
6.3.6.3.26:3-63.26:3.6:3.262.632;
6.3.6.3.36:3-6:336:3-6:3.36:2.63:3;

6.3.8.4. 16%—8—4—1—6%—8—4—1—6—2—8—4—}'
6.3.8.4.6638:4
638476%—8—4—96—2—8—4—9,63912 6.3.9.1.8;
6.3.9.3.1:6.3.9.3.3, 6.3.9.4: 7.2.2:73-4; 8.1, 8.2.2;
8.2.3.2;8.3.1;8.3.2; 8.3.3.1; 8.3.3.2; 8.3.4.1; 8.3.5;
8.3.5.1.

Interface:- 3.2.73.243.1.4; 300532253 2 043 122,
3.2.47.3.2.56,3.2.58; 3.2.59; 32683—2—663—1—663—1%9
62162162161+, 6.2.3.1:6.2.3.2;6.2.3.3.6.2.4;
6.3.26:3:26:3.26:22;

6.3.2.1.1632 416321162211,
6.3.2.1.263212632.1.262212: 6.3.2.1.7,6.3.2.2.2;
6.3.2.2.3; »6.3.2.2.4‘.3.’.’.4".’.’.’,.4’ 2224633,
6.3.6.1; 6.3.6.26:3:6:26:3.6:26:2.6:2; 6.3.6.3.4; 6.3.6.3.5;

6.3.6.6;6.3.6.7.1; 6.3.9.1.9: 6.3.9.1.10; 7.1.1:-
63:63-56:2:6:3-5: 7.1.2;-7.3.1734:7.3.2.1; 7.3.2.3.
7.3.2.4;83.1.

3.2.603-4-603-1-54; 3.2.663-2:663-2.6531-58;-
3.2.674 416434, 4.5: 4.7, 6.2.1;
6.2.3.16231623 1164324,
6.2.3.26232623426:4322;
6.2.3.36:2336234-36-1-3:23; 6.2.3.4;
6.2.3.56:2:3-56231-56-+32:4;
6.2.3.66:2:3-66-231-6 ;
6.2.6. 16%64—6%64—6444 6 2 7627627615,
6.3.26:3-26:3-26-22;

6.3.2.1.163 2446321162214
6.3.2.1.26321263.2.1.2622.12; 6.3.2.1.3; 6.3.2.1.4;

6.3.2.1.6; 6.3.2.1.7; 63.2.2.16322163 2216222 4;
6.3.2.2.263.2226322262222;
6.3.2.2.3632236322362223;
6.3.22.46322:46322462224; 6.3.2.2.5;
6.3.36:336:3-36:2-3; 6.3.4.263-4.26:3-4262.42;
6.3.4.36:3-4363-4362.43;

6.3.4.4.163 4446344162444
6.3.5.26:35263.5262.52;
6.3.5.36:3-536:3-536:2.53; 6.3.6.16:3-6-16:3-6-16:2.6-1
6.3.6.26:3-6-26:3-6262.62;
6.3.6.3.16:3-:6:316:3-63-16:2.6:3-1;
6.3.6.3.26:3-6:3:26:3-6.3.26:2.6:3.2;- 6.3.6.3.4:
6:3-6:3-56:2.6:3-5:-0.3.6.46:3-6:46:3-64 64—6%—6—4—6%—6—46—2—6—4

6.3.6.5.16:3:6-546-3-6:516-2:6:5-};

63652"“‘ 126365262652
6.3.6.5.46:3-
63666—}6—66%—6«66—2—6—6

6.3.6.7.163-6-F +;6.3.6.7.2; 6.3.6.8;

6.3.6. 96—}6%3—6%%61) 6 3. 763—763—76—2—7
6.3.8.16:3-8-16:3-816:2:8-};
6.3.8.26-3-8-26-3-8.26:2.82;
6.3.8.36:3-836:3-836:2.83; 6.3.8.4.1;
6.3.8.4.46:3-84-463 84462844,

6.3.8.4.56:3-84-563-84-56:2.8:4-5;- 6.3.8.4.8; 6.3.9.1.1};

6.3.9.1.2;6.3.9.1.3; 6.3.9.1.9;
6.3.9.3.3:638- : 8:5:7.1.1;7.1.24
7345 7.3.2.1; 7322 7325 81 832 8.3.3.2;
8.3.4.2.

Legally relevant parameter: 3.2.122.2.123.2 112 1.10;
32.19;32.283.2283.2.2731.26:.
3.2.663:2:663-2:653-1-58; 6.2.1; 6.2.3.1; 6.2.3.4;
623 A")"l. A"):I.] . A.} "2.’)'4;

6.2.6.16:2:6162-6-16-+4-1; 6.3.8.4.1.

b
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Legally relevant software: 2.1; 3.2.14:3.2.19;
3.2.293.2.293.2.283.1.27; 3.2.393.2.393.2.383.1.37;
3.2.4732.4732.4631-43; 3.2.47, 3.2.52;3.2.53;
3.2.593:2.593.2 583 1.52: 3.2.663-2.663-2.653+58;
4.7,6.23.1623462 3 H161321;
6.2.3.262326231261322: 6.2.3.4;
6.2.3.66:2.3-:66231.66-132.5; 6.2.4;
6.2.6.16:26162.6-16-1-4-1; 6.2.7;
6.3.26:3:26:3-26:2:2; 6.3.2.1.2; 6.3.2.1.6;
6.3.2.2.163221632216222 1
6.3_2_2.21‘.2")_’).’V\_’ZV’)_’)_'7A 2999 ’
6_3_2_2_3A_Q.’)")vil\.’l")"?"lé 229 1;
6.3.2.2.4632246322462224; 6.3.2.2.5:
6.3.36:336:3.362.3; 6.3.4.2; 6.3.4.36:3:4:36:3-4.36:2.4.3;
6.3.5.2,6.3.5.363-536:3.5362.53;
6.3.6.26-3-6:26-3-6-26:2.62;

6.3.6.3. 16—}6%46%6—346%6%4

6.3.6.3.26:3-63-

6.3.6. 4—6&6546%654 6.3.6.5. 2
0.3.0.5.46:3-6:546:3.6:5462.6:54;
6.3.6.66:3-6-663-6:66-2-6:6; 6.3.6.8
6.3.6.96:3:6:.96:3.6:96:2.6:9; 6.3.765.—765.—76.—2#;
6.3.8.163 8163816281,
6.3.8.26:3.82638.262.82: (.3.8.36:3.8.36:3.8362.83;
T e e e
6.3.8.4.56384 :

63848 6.3.9.1.1;

63912 63913 711 712—7%—1-,7321,
7.3.2.2;7.3.2.5;8.1; 8.3.2;8.3.3.2; 8.3.4.2.

Maximum permissible error:
3.2.303:2.393.2.293.1.28; 3.33.33.33.2: 7.3.2.2.

Measuring instrument: 1;2.1;2.2; 2.3;- 3.13;
3.2.132143243-+14;3.2.23.2.23.2.23.1.2;
3.2.532.53.2.53.1.5;-3.2.73:2.63-1:6; 3.2.8;
3.2.932.93 28317, 3.2.123.2423 2 143110
3.2.13324332. 123 1 H 3.2.1532453 2443 442,
3.2.183:24832.473.1-15; 3.2.193.2.493 2 183-1-16;
3.2.2132:213.2.203-1-18; 3.2.223.2.223 2 213.1.19;
3.2.26;3.2.27,3.2.283.2.283.2. 273 1 26,
3.2.293.2.293.2.283.1.27; 3.2.303-2.303.2.293.1.28;
3.2.3132:313.2.303.1.29; 3.2.413.2.413.2.463.1.38;
3.2.4232.423 2 413.1.39; 3.2.46; 3.2.48;
3.2.493 2493 2483144, 32 51325032 503 146;
3.2.53;3.2.55; 3.2.573.2.573.2.563-1-.50;
3.2.583:2.583.2.573.1.51; 3.2.593.2.593.2.583-1.52;
3.2.653:2:653.2.643:1.57; 3.2.663:2663.2.653-158;
3.2.683:2:683-2.673-1.60; 3.2.703:2.703.2.693-1.62; 4.3;_
4.4:5.1;5.2;6.1;6.2; 6.2.16:2162.16-1-1;

6.2.2622622612: 11116131,

T

6.2.3.162:346234164323; 6.2.3.2;

6.2.3.36:22336:23136-43:23; 6.2.3.4;

6.2.3.56:23-56231-56-+324; 6.2.4; 6.2.5; 6.2.6.1;

6.2.6.26:2:6-26-2-6-26-1-42; 6.2.76276276-13;
6.3.1631463162-1; 6.3.263:26:3.2622;
6.3.2.1.1632416321-162214; 6.3.2.1.3;6.3.2.1.6;

6.3.2.1.7; 6.3.2.1.8; 6.3.2.2.16322163 22162221,
6.3.2.2.2;6.3.2.2.463:2.2.463.2.2.46:2.22:4; i
6.3.36:336336-2-3; 6.3.4.2634263.426242;
6.3.4.36:3-4363-436-2:43; 6.3.4.4.1;
6.3.5.26:3.5263.5262.52; 6.3.5.363-5363.5362.53;
6.3.5.4; 6.3.6.16:3-6-16:3-6-16:2.6-1; 6.3.6.3.4;
6.3.6.7.163-67163-67162:6-71; 6.3.7;
6.3.8.16:3-8163-816:2-8-1;

6.3.8.263.8263-826282: 6 3.8.363 Q.’ZK.’I.Q"ZI"‘)&Q.’Z;

6384963«8496—}8496%849 6.39.1:6.3.9.1.2;
6.3.9.1.3;6.3.9.1.4;6.3.9.1.5;6.3.9.1.8; 6.3.9.1.11;
6.39.1.12;6.3.9.2:6.3.9.3.2;6.3.9.3.3::11162.85: 7.1.1;
7.1.2;721;7.2.2:732.1;7322;7.3.2.3:7.5;8.1.
83.1:832:833.1:83.3.2:83.4.1;:83.5.1;8.3.6.1:

8.3.6.2;8.3.6.3.

Mobile app: 3.2.45;

Non-interruptible/interruptible measurement:
3.2.2632.263.2.253423; 3.2.463.2.4632.453-+-42;
6.2.6.16:2.6-16:2.6-16-1-4-1.

Operating system: 3243243243 1.4-
32:6631-663159; 6.2.3.1623:1623.1-.16:13:24;_
6.3.2.1.7:6.3.2.2.1;
6.3.2.2.36:3.2.2.363.2.2.36:2.2.2.3;

6322/1[.’2’)’?/1('1’7'7/11&’?’7’7/1
6.3.36:336:3-36:2-3; 6.3.6.16:3-616-3-616-2-6-};
6.3.6.26:3-6-263.6262.62;-
6.3.6.3.46:3-6:3-56-2-63-5;
6.3.6.46:3-6-463-6462-6-4;
6.3.6.5.26:3-6:5-26-3-6-5-26-2-6-5-2; 6.3.6.5.4;
6.3.6.66-3-6-66-3-6-66-2-6-6;

6.3.6.7.163-6-7163-6 IK’)A’7I

6.3.6.7. 26—}6—7—26—}6—7—26%6—7—2
6.3.6.86-3-6-86-3-6-86-2-6-8;
6.3.6.96:3-6-96:3-6-96:2-6:9; 7.1.2.

Performance: 3.2.8:3.2.133.2.1332.123. L. 11; 7.1.1;
7.2.1;8.3.6.3.

Program code:3.2.503-2.563.2.553.1.49;
6.2.6.16:2:6162.6-16- 141,
6.3.2.2.26:3:2.2.263.2.2.262222;
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6.3.4.36:3:436:3:4:36:2:4:3;
6.3.5.36:3-5363-536-2-53; 8.2.2.

Protective interface: 3.2.472.2.473.2. 463 143,
6.2.3.2:6.2.33:6.24;63.2.1.1;6.3.2.1.2;6.3.2.1.7;

6.3.2.2.2;6.3.2.2.3; 6.3.6.2;
6.3.6.163-6-16-3-6-16-2-6-1;
6.3.6.66:3-6-66-3-6-66-2-6:6.

Remote verification: 3.2.48;3.2.62: 6.2.1; 6.2.3.3;

6.2.3.6;6.2.4:6.2.6.3; 6.3.4.1; 6.3.5.1; 6.3.9; 6.3.9.1;

6.3.9.1.1:6.3.9.1.4;6.3.9.1.5; 6.3.9.1.6; 6.3.9.1.8;
6.3.9.1.9:6.3.9.1.10; 6.3.9.1.11; 6.3.9.1.12; 6.3.9.2;
6.3.9.3.1:6.3.9.3.3:7.1.2:7.2.2;8.3:8.3.1;8.3.2;
8.3.3.1;8.3.3.2:8.3.4.1;8.3.4.2; 8.3.5.1; 8.3.6.1;
8.3.6.2; 8.3.6.3; 8.3.6.4; 8.3.6.5.

Sealing:- 3.2.5432:4831-483-+44; 5.2;
6.2.3.16:23

6.2.3.5623.5623-1 T

6123924-719
Ex=r-ra ranay -8

Securing: 3.2.16321632453.113; 3.2.07;

3.2.503:2:503-2:493-1-45;
6.3.2.1.1632 463211622
6.3.2.1.26321 ;6.3.2.1.7;

6336%%6%—36—2—3 638363%—36%8%@2—8%
6.3.8.4.3,6.3.9.1.1263-8426:2-8:42; 7.2.2; 8.1.

Software examination: 3.2.542.2.543.2 533 1.47;
6.2.262.26226-+2; 7.2.1.

6.2.16216 21611, 6.3.4.1 6.3.5.1 ().3.8.4.8,

6.3.9.3.36:3-8:4.76:2.84-7; 7.1.2; 7.2.2:73-4; 7.3.2.3;

8.1:8.3.2: 8332,
Software interface: 3.2.563.2.553.1.553.1-.49;

3259325932583 152:- 632296999 7.
B T L e S eare e ;
0.3.2.2.36322363 2226222 2:.63.6262.62:

6:3:6:66:2:6:6:7.1.1 7.1.2; 7:34+7.3.24.

Software module:-3.2.7:3.2.11;
3.2.1432103.1193:19; 3.2.193.2.493.2 183 1-16;
3.2.28;3.2.293.2.293.2.283.1.27.
3.247324732.463.143; 3.2.52;
3.2.553.2.553.2.543.1:48; 3.2.563.2.563.2.553.1-49;
3.2.5732.573.2.5634.56; 3.2.59; 3.2.62; 3.2.66;
3.2.6832:683.2.673-1.60; 6.2.1, 6.2.3.1;
6.2.3.26:232623126:1322:62.6.1:6.3.2;
6.3.2.1.1:6.3.2.1.6:6.3.2.2.1: 6.3.2.2.2;
6.3.2.2.36:32 216222 1-;

6.3.4.3634363-436:2:43; 6.3.5.363-5363.5362.53;

6.3.6.2; 6.3.6.66:3-6-66:3-6-66-2:6:6; 6.3.6.7.2; 6.3.8.4.5;

6.3.9.1.1;7.1.2; 7.2.2:734; 7.3.2.2;7.3.2.3; 7.3.2.4;
7.3.2.5;7.3.2.6; 7.5; 8.3.2-F732:6:7F5.

Software protection: 3.2.583.2.583.2 573 1.5};-
6.2.3.141146:1-3; 6.2.3.56:2.3.562.3.1.56-1-32.4;
7.3.2.3:73-+.

Software separation:- 3.2.593.2.583.1.583.1.52; 6.2.1;
6.3.2.2.1:6.3.22.2632226322262222:

6.3.2.2.46:3-2-2- 347324

Source code: 3.2.603.2.603.2.593.1.53; 7.1.2:7.3-1;
7322;7324;,73.25;73.2.6.

Storage device: 32613—2—6-1%—2—693—1%4 6.3.2.1.7;
6.34.4.16344
6384863—8—4—76.—2—.8:4.—7.

Test:3:33:2: 5.1; 6.2.26:2.26:2.26-1-2; 6.2.7; 6.3.8.4.1;
6.3.8.4.76:3-84.96:2-8:4:9; 6.3.9.3.2; 6.3.9.3.3; 7.1.1;
7.2.1:734;732.1;7322;7.3.2.3;73.2.6;7.4;7.5;
8.1;8.2;8.3.4.1; 8.3.6.

Time stamp: 3.2.13.2132.13.1-1; 3.2 58;
3.2.633:2:633.:2.623-1-55;
6.2.3.66:23-66:231-66-+325; 6.2.7;
6.3.2.1.2632-1
63426342634%6%42
6.3.5.26:3.526.3.5262.52;
6.3.6.7.26:3:6:7.263.67.262.6:72;- 6.3.84.8;
6.3.9.1.56:3.8:4.76:2.8:4

Transmission of measurement data:
3.2.643.2.643.2.633-1.56;

623 162362 3 632 L

6.3.2.1.1632 44632116221+, 6.3.2.1.7-
63:562.5; 6.3.5.1; 6.3.5.26:3:526:3.5262.52;
6.3.5.36:3-5363-536:2.53; 0.3.5.463-5463 546254

Type-specific parameter: 3.2.283.2.283.2 273 1.06;
3.2.6632:663.2.653.1.58; 6.2.3.4-6231+361323

Type evaluation authority: 6.2.3.2; 6.2.3.3;
6.3.2.1.1:6.3.22.2;7.1.2.

Universal device: 3.2.673.2.673.2.663.1.59; 5.2;
6.2.3.162.3162.3. 1. 161321,

6.3.2.1.163 2.+ 2244 6.3.2.1.6;
63223632—2—3632—2%67’2—2—2%
632246—32—}46—32—2—462—2—2—4
6.3.6.96:3-6:96:3-6-

User interface: 3.2.083.2.683.2.673.1.60;

6.2.16216216-1-1; 6.2.3.26:2.3262 3 1261322,

T

6.3.3;7.12;7.3.2.3.

Verification: 3.2.48: 3.2.62; 3.2.693.2.6932.683.1.61;
3.2.703-2-793.2.6931-62; 6.2.1;
6.2.3.36:23:362.3.1.36-13-23; 6.2.3.4; 6.2.3.6;

97
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6.2.6.3:6.34.1;6.34.3;6.3.5.1; 6.3.6.7.1;
6.3.8.163-81638162.81;

6.3.8.4.96:3-8:4.96:3-8.4.96:2.84-9; 6.3.9; 6.3.9.1;

Ty Ve Ty VD T Ly

6.3.9.1.1:6.3.9.1.4;6.3.9.1.5;6.3.9.1.6; 6.3.9.1.8;
6.3.9.1.9:6.3.9.1.10; 6.3.9.1.11; 6.3.9.1.12; 6.3.9.2;
6.3.9.3.1:6.3.9.3.3; 7.1.1; 7.1.2; 7.2.1;.7.2.2;73-%;
7.322;7323;73.2.6;74;8.1;8.2;8.2.1;8.2.3.1.
8.3:8.3.1;8.3.2:8.3.3.1:8.3.3.2:8.3.4.1:8.3.4.2;
8.3.5,8.3.5.1;8.3.6.1; 8.3.6.2; 8.3.6.3;: 8.3.6.4;
8.3.6.5.-
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